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Cucrema yncpossix Taxorpacgo. OCHOBHLIE NOMOXEHUA NO YNpaBrieHUIO CUCTEMOMN.
Bepcusa 2.0

1. BBegeHue

JIaHHBI  JOKYMEHT OIIpelesiesT OCHOBHBIE IIOJOXKEHHS, Kacaroluecs
MEPOIIPUATUNA 110 YNPABICHUIO KIIHOYaMH, cepTU(dUKaTaMU U 00OpyJaOoBaHHEM IIPH
BHEJPEHUU CUCTEMBI HUPPOBBIX TaxorpadoB Ha TeppuTopur Poccuiickoit @enepanum.

JlaHHBIN TOKYMEHT pa3paboTaH ¢ y4eTOM MOJIOXKEHUH CIIeAYIOUX JOKYMEHTOB:

- EBporelickoe cornaimieHue, Kacaromeecss padoThl SKUIIaXed TPaHCIIOPTHBIX
CpPe/ICTB, MPOHU3BOAAIIMX MEXIYHApoaHble aBTOMOOMIBLHEIE TIlepeBo3kH (ECTP)
noanucanHoe 01 urons 1970 r.:

- MemopaHayM 0 B3auMONIOHMMaHUU MeX 1y ciyxOamu EBpornieckoit komuccuu u
EBponeiickoi akoHomudeckor komuccun OOH, saBaps 2009 r.;

- [IpaBuna Komuccum Ne 1360/2002 ot 13 urons 2002 roma u Ne 432/2004 ot 5
mapra 2004 roma aganTHpPYIOIME B CEAbMOM pa3 B LIEJISX TEXHHMYECKOro Iporpecca
[IpaBuina Cosera (EDC) Ne 3821/85 0 3anmucChIBarolEM YCTPOMCTBA, UCHOJB3YEMOM Ha

aBTOMOOMJIBHOM TPaHCIIOPTE
- Cucrema uu@poBeiX Taxorpadon. OcHOBHasA mojuTHKa EBporelickoro corosa.
Bepcua 2.1. IlyOnmukanus 53429 o00BbEIHHEHHOTO MCCIENOBATEIBCKOTO LIEHTpaA

EBponernickon komccuu, 28 urojs 2009 r., http://dtc.jrc.ec.europa.cu;
- PexoMenmanuy ¥ MOJENb MOJUTUKH. YTIPaBJIeHHe KII0YaMH, CepTHOHUKATAMH U

obopynoBanueMm (Peructpaums, reHepauus KIOYel, BblJada CepTU(PHUKATOB,
[IEpCOHAIM3ALUAA, PACIIPEACIICHUE, UCIIOJIb30BAHUE U OKOHYAHUE CPOKa JEHUCTBHUS) A
cucTeMbl Taxorpad;

- «OO0mee pyKoBOACTBO 110 0€30macHOCTHY, Bepcus 2.0;

- Pactiopspxenue llpaBurtensctBa PO ot 23 sHBaps 2008 r. Ne 46-p 00 onpejiere-
HAUM KOMIIETEHTHOTO OpraHa I10 BBIMOJHEHUIO 0053aTEJIbCTB, CBI3aHHBIX C YYAaCTHEM

Poccunckonn @enepaniii B EBponeicKOM COIJIallIEHHWM, KacarolleMcs paOOThl 3KHIIa-
)K€ TPaHCIIOPTHBIX CPEACTB, IPOU3BOMALINX MEXIYHAPOAHBIE aBTOMOOUIIbHBIE IIEpe-
Bo3ku (ECTP);

- llocranosnenue IlpaBurenscrBa Poccuiickoir Penepamuud oT 12 ceHTIOps
2011r. Ne 769 «O BHeceHMHM HU3MEHEHHUM B HeKOTOpble akThl IIpaBurenncTtBa Poccuii-

ckoil Denepanuu 1o BOIIpOCaM TPAHCIOPTay;
- Ilpukaz Muntpanca Poccun ot 02 urons 2009 r. Ne 106 «O peanuzanuu
EBponencKoro corjaiieHusi, Kacarlerocss padoTel S3KUNIaKeHd TPAHCIIOPTHBIX CPEICTB,

[IPOU3BOASIIUX MEXIYHAPOJIHbIE aBTOMOOUJILHEIE TTIEPEBO3KUY;
- [Ipuka3z Muntpanca Poccuu ot 20 okts0pst 2009 r. Ne 180, 3aper. MuHocTOM

Poccuu 02 gpespansa 2010 rona , per. Ne 16210 «O kaprax, HCIONB3yEMBIX B IU(PPOBBIX

KOHTPOJIBHBIX YCTPOHMCTBAaX KOHTPOJIA 3a peXUMaMH TpyZa U OTIbIXa BOJUTE/IEH B
COOTBETCTBUH C TpeOoBaHUSAMHM EBpONENCKOro corjalleHus, Kacarollerocss padoThl
SKHUIIAKEW TPAHCIIOPTHBIX CPEACTB, NPOU3BOLAAIUIMX MEXIYHAPOJAHBIE aBTOMOOMIILHBIE

[IEPEBO3KU»;
- Paciopsbkenne Munuctpa tpancnopra Poccuiickoit @eagepanuu ot 07 oOKTAOps

2011 romga Ne 1JI-113-p.
OOO3HayaHWsI W COKpAlleHHUs, HCIOJIb30BAaHHBIE B HACTOSIIEM JOKYMEHTE

npusezieHsl B Paznene 15.

1.1. OTBeTCTBEHHbIE OpraHu3auumu
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OTBETCTBEHHBIMH 3a OpPaHU3ALMIO U IIPOBEACHUE MEPONPHUATUM 10 YIIPABIECHUIO
KJIFOYaMH, cepTU(PUKaTaMH U 00OpyAOBaHHEM IIPH BHEAPEHHUH CHCTEMBI ILIH(PPOBBIX
Taxorpados Ha TeppuTopuu Poccuiickont Peaepauuu ABIAIOTCA:

¢ NA - KoMnereHTHBIM OpraH II0 BBIIIOJIHEHUIO 0053aTEJIbCTB, CBSI3aHHBIX C
yuyactueM Poccuiickon Penepanmy B EBponneHiCKOM coralleHur, KacarwleMcs padoThl
3KUINAXXKEU TPAHCIIOPTHBIX CPEACTB, IMPOU3BOLAIIMX MEXAYHAPOAHBIE aBTOMOOUJIBHBIE
nepeBo3ku (ECTP) - MunuctepcTtBo Tpancnopra Poccuiickoi @enepanyn/

Anpec: Poccuiickas @enepauums, 109012, Mocksa, yi. PoxagecrBenka, a. 1, cTp.
L;

Ten./dakc + 7 (495) 626-10-88;

e oprad 1o Beinycky Kapt (CIA), opran no cepruukanuu xiarouen (CA), op-
rad 1o nepconanuzauuu (CP) — OepepanbHoe OHOMKETHOE yUypexaeHUe «ATe€HTCTBO
aBTOMOOMJIBHOTO TpaHcnopTa»y MunucrepcTBa TpaHcnopra Poccuiickonn @enepanum.

Anpec: Poccurickas @enepauus, 125480, Mocksa, yi1. [ epoeB [TanduiioBues, 24

Ten./dakc: + 7 (495) 496-85-83

JU1s1 BBIOJIHEHUS OTAEJBbHBIX BUIOB paldOT IO BBIIYCKY KapT, [0 CepTU(MUKALINU

KJIFo4YeH, o nepcoHanuzauuu kapt ®bY «PocaBroTpaHc» npuBiekaeT cyOnoapsiiHbIe
OpraHu3alliyi B MNOPAAKE, MPEAYCMOTPEHHOM 3aKOHOAATEILCTBOM Poccumckon Peje-

paluu.
® ERCA - rimaBHBIN cepTU(PUKALIMOHHBIN LeHTPp EBpocoro3a.
CyOBbeKThl, Ha KOTOpbI€ PacCIpOCTPAHAIOTCSA TPeOOBaHUS HACTOSIIETO JOKYMEHTA

BBIZICJICHBI KCJIThIM LIBCTOM.

|
ECTP |
MSA
) ‘ ESK OOH |
|——> CIA it
. ERCA NabopaTopus
no akcnnyara-
LIMUOHHOWU
COBMEeCTHU-
MOCTH

[loroBapuBawLjasncs
CTOpPOHA, Bblaawwas

' i onobpeHue Tuna
| NMonb3oBarenm A0Op

Puc. 1. OprannzauuoHHas CTpyKTypa CUCTEMBI LIM(PPOBLIX Taxorpagon
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1.2. OpobpeHune

Hacrosmuii JOKYMEHT 0JI00pEH IIaBHBIM CEPTUGULUPYIOLINUM OPraHoOM I10 LU (-
poBbIM Taxorpadam EBponerickoii komuccuu 23 amnpeist 2010.

[ maBHBIN cepTU(GHULIMPYIONIUMA OpraH 1Mo UU(GpPOBLIM Taxorpagam
MHCTUTYT 10 3a1IuTe U 0€30MacCHOCTH rpakaaH

EBpornenckas KOMUCCHSA

O6LenuHeHHuLIN ucciieqoratensckuii nenTp, Mcopa (TP.360)
Bua E. ®epmu, 2749

[-21027 Ucnipa (BA)

1.3. JOCTYNHOCTb U KOHTAKTbI

Hacrosmmi 10KyMEHT JOCTYIIEH Ha cauTe: www.rosavtotransport.ru

3anpockl, CBI3aHHBIE ¢ IIPUMEHEHHEM HACTOSIIEr0 JOKYMEHTa MOIYT OBITH Ha-
npasjieHbl B DBY «PocaBroTpanc» Muntpanca Poccun :

KonTtaktHoe nmuuo: Cyxapes Cepred AjleKCaHIPOBHY

Anpec: Poccuiickas @enepanus, 125480, Mocksa, I epoes Ilangpunosnes, 24,

Ten.: +7(495) 496-85-92

E - mail: tburat@mail.ru

Borpocel, CBI3aHHBIE TEXHUYECKUM aCIICKTaMH HACTOSIIEro JOKyMEHTa JOJDKHEI
ObITh HanpapjieHbl B OAO «HUHUATY

KonrakTtHoe ymunio: Ilerposa Ama IleTpoBHa

Anpecy: Poccutickas ®eneparus,, 125480, Mocksa, yn. ['epoeB Ilandunosues,
24,

Ten.. +7 (495)496-91-23,

E - mail: PAP_NIIAT(@bk.ru

2. Obnactb NpUMeHeHuUA

[r]1] JIaHHBIM JOKYMEHT JIeHMCTBYET TOJIBKO B YaCTH CHCTEMBI LIM(PPOBBIX TaXoO-

rpados.
[r2] Kmroun u cepTU(HUKATBI, BbIAAHHBIE OPraHOM MO CEPTHU(UKALKU KIIFOYEH
(MSCA) MoryT OBITH HCITOJIB30BaHbI TOJIBKO BHYTPH CHCTEMBI LIM(DPPOBBIX TaXorpagos.

[r3] KapTel, BEITaHHBEIE OpraHoM 1o BEIMYCKY KapT (CIA) MOryT OBITH UCIIOJIB30-

BaHbI TOJIBKO BHYTPH CHCTEMBI LIU(PPOBBIX TaXxorpados.
O0acTh MPUMEHEHHS HACTOALICTO AOKYMEHTA OTpa’kKe€Ha puc. 2.
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3. O0OwWwme NnonoXxeHus

HacTosnuii pas/ien COOepHT IMOJI0KEHHUs, Kacaroluecs 00513aTeNIbCTB yYaCTHH-
KOB CHCTEMBI LIU(PPOBBIX Taxorpados, yKa3aHHBIX B pasjeie 2.

3.1.005a3aTenbCcTBA

ITOT pa3les COAEePKUT 00A3aTeIbCTBA:

- KomnerentHoro oprana no ECTP Poccuiickon Denepanun — MuHHCTEPCTBA
rpancnopta Poccuiickoit @enepaunu (MSA);

- ®BY «PocaBToTpaHc»: oprana mo Beimycky kapT (CIA); oprana no cepTuQu-
kauuu kiaoueit (CA); oprana no nepconanuszauuu (CP);

- CyOnoApsSA4YUKOB;

- [10JIb30BAaTeIeH (JepxKaresnen Kapr).

3.1.1. Obs3atenbcTBa KomneteHTHoro opradHa no ECTP Poccuuckoun
depepauun (NA) n opraHa no Bbinycky kapt (CIA)

B COOTBETCTBUH ¢ HACTOSAIIUM AoKyMeHTOM, Ha KomnereHTHsI oprad mo ECTP
Poccuiickoit @Penepaiiyd M OpraH II0 BBIIYCKY KapT BO3JIOXKEHBI CJIIEAYIOIIHE

00s3aTeJIbCTRA:

[r4] KomnerenTubiii opran mo ECTP Poccniickoit @enepannn (NA):

a) oOecrmeuyMBaeT peaN3aLUI0 II0JIOKEHHH HACTOAIICro MOKyMEHTa ITyTeM
HOPMATHBHO-IIPAaBOBOI'0 pEryIUPOBaHuUS U KOHTpos 3a AesarenbHoCThIo CIA, CA, CP;

6) yIoJIHOMayuBaeT B cooTBeTCTBUU ¢ 3akoHoAaTenbcTBOM PO CIA, CA, CP;

B) MpoBoMT npoBepku aestenbHOCcTH CIA, CA, CP;

r) paccMaTpPUBaeT W COIVIACOBBIBAE€T JOKYMeHThl 0 mpakTuke peanusanuu CIA,
CA, CP;

1) WHOOPMHUPYET 3aMHTEPECOBAHHBIX JIMI[ O TIOJOXEHHUAX HACTOALIETO
TOKYMEHTA;

e) MHPOPMHUpYET IIOJb30BaTeNIel U IIPOM3BOAMUTENIEH KapT O TpeDOBaHUAX
HACTOSIIEro JOKYMEHTAa,

k) HampapisgerT Hactosmui aokymeHT B EPCA Ha cormacoBaHue Ipu  €ro
IPUHATHHU U B JJAJIbHEHWIIEM [P BHECEHUH B HET'O U3MEHECHHUH.

[r5] Opran no Beinycky kapt (CIA) noJken:

a) coOJIr0IaTh TPeOOBaHUA HACTOALLETO JOKYMEHTA,

6) u3maBaTh HOKyMeHThI CIA 0 mpakTHYecKOM peanu3alid CBOMX (QYHKIIWH,
KoTopble paspaboranel B cooTBeTcTBHM ¢ TpeboBanusamu ECIP u Hactosmero

JTIOKYMEHTAa, HHBIMH, IPUATHIMHU B YCTAHOBJIEHHOM ITOPSJIKE JOKYMECHTaMU;
B) o0ecIrIeuynuBaTh 3P HEKTUBHOE yIIPaBJICHUE (D MHAaHCOBBIMHA 5

OPraHU3allMOHHBEIMH pEeCcypCcaMH C I[IeJIbI0 OCYIIECTBJIEHUS CBOMX (QYHKIMHA B
coorBeTcTBUU ¢ TpeOoBaHusiMu ECTP u Hacrosmero JOKyMEHTa, BKIIKOYas BOIIPOCHI

MeHeDKMeHTa (PMHAHCOBBIX PUCKOB;
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r) obecneunBath nepegayy CA u CP monHON M oCTOBEpHOM MH(POpMALIMH, HE-
00XOIMMOM IS BBITYCKa KapT B COOTBETCTBUM C IPEIOCTaBICHHBIMH 3asiBJICHUSIMU

JUIS JAJIBHEHIEro 3aHeCeHUs Ha [TIOBCPXHOCTDL U B IIAMATD KApPT,
B) HH(OPMHUPOBATh 3aUHTEPECOBAHHBIX JIMI[ O ITOJIOKEHUSAX HACTOALIEr0 HOKY-
MEHTA, B T.4. [10JIb30BATEJIEH U IIPOU3BOLUTEIIEN KapT.

3.1.2.00n3aTenbcTBa opraHa no ceprudpukaumnmn knroyen (CA)

[r6] Opran no ceptudukanuu CA DOJKEH:

a) coOoaaTh TpeOOBaHUA HACTOALLIEr0 T0OKYMEHTA,;

0) u3maBaTh JOKYMEHTBI O MPAKTHUYECKON peaiu3allii CBOUX (DYHKIIMH, KOTOpPHIE
pa3paboTaHbl B CoOTBeTCTBUH ¢ TpeboBaHusMH ECTP u Hacrosdmero a0KyMmeHTa,
UHBIMH, IPUSATHIMUA B YCTAHOBJICHHOM ITOPAAKE JOKYMEHTAMHU U 0JOOpEeHHBIMU NA;

B) oOecrieynBaTh 3 GhEKTUBHOE  YIPaBJICHHE (HMHAHCOBBIMH H
OpPraHM3allMOHHBIMM pEeCypcaMH C LEJIbI0 OCYIIECTBICHHUSA CBOMX (YHKLUUA B
cooTBeTCTBUM ¢ TpeboBaHusiMu ECTP m HacTtosiero JOKyMeHTa, BKJIIOYasi BOIIPOCHI

MEHEePKMEHTa ()UHAHCOBBIX PUCKOB.
[r7] Opran no cepTu@UKanuu J0JDKEH IIPUHUMATh BCE HEOOXOQUMBIE MEPHI IS

oOecrieyeHus YBEPCHHOCTH B TOM, 4TO Tpe6OB<’:lHI/I}Ijl HN3JIOKCHHBIC B HACTOALICM

JIOKYMEHTE COOJIIOIarOTCS.
[r8] Opran mno ceprudUKALAXA HECET OTBETCTBEHHOCTh 3a COOTBETCTBHE

peajnu3yeMbIX UM MPOLEAYP TPEOOBaHUAM HACTOSAIIET0 JOKYMEHTE JAXKE B CIy4ae €CJIH
HEKOTOpPBIE M3 CBOUX IIOJJHOMOYMM OH IIEpEeHaeT APYruM opranuzauusMm. Opras 1o
cepTU(UKALMM OTBETCTBEHEH 3a 00ecIie4yeHue Toro, 4Todbsl OpraHu3alyi, KOTOPbIM OH
nepeaaa  OIpeleeHHbIe IOJHOMOYMS OCYIIECTBIISIIH CBOKO J€ATEJIbHOCTh B
coorBeTcTBUU ¢ TpeboBaHusiMu ECTP, HacTosmero qoKkymeHTa, MUHbIMH, IIPUSITHIMUA B

YCTAHOBJICHHOM ITOPAOKC JOKYMCHTAMMH.

3.1.3.0053aTtenbcTBa opraHa no nepcoHanusauuu kapt (CP)

[r9] Opras 1o nepcoHajau3aly KapT J0KEH:

a) co0mroaaTe TpeOOBAHUS HACTOSIIEI0 JOKYMEHTA;

0) u3gaBaTh JOKYMEHTHI O IIPAKTUYECKON peaiu3alliy CBOUX (DYHKIUM, KOTOPHIE
pa3paboTaHel B COOTBETCTBHMH ¢ TpeboBaHusmMu ECTP m Hacrosmiero QoKyMmeHTa,
WHBIMM, IIPUATHIMHA B YCTAHOBJICHHOM IIOPSJIKE JOKYMEHTaMM U 0J100peHHBIMU NA.

B) oOecrieurnBaTh 3(pHEKTUBHOE yIIpaBJICHHUE (bMHAHCOBBIMHU 5
OpraHU3allMOHHBIMH pecypcaMHd C LEJIbK OCYIIECTBIEHUS CBOUX (YHKUMM B
COOTBETCTBUM C TpeOoBaHUsIMH ECTP M HacTOAIIEro MOKYMEHTA, BKJIHOYash BOIIPOCHI
MEHEPKMEHTa (PMHAHCOBBIX PUCKOB.

[r10] Opran 1o nmepcoHaM3alUUM OOJDKEH IPUHUMATH BCE HEOOXOIUMBIE MEPEI
U1 00€CIIEYEHHUsI YBEPEHHOCTH B TOM, YTO TpeOOBaHUsA, U3JIOKEHHBIE B HACTOALIEM

JIOKYMEHTE COOJIIOar0TCs.

[r11] Opran 1o nepcoHaau3alid HECET OTBETCTBEHHOCTH 3a COOTBETCTBHUE
peaju3yeMbIX UM IPOLEAYp, TPeOOBAHUSAM HACTOSIIETO JOKYMEHTE, Ja)Xe B Cllydae
eCcJIi HEKOTOphIE€ U3 CBOUX ITOJTHOMOYMM OH MepeiaeT APYTrdM OpraHu3alUsIiM.
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3.1.4.0653aTenbCcTBa CyOnoapsAHbIX OpraHu3auumn

[r12] CybnoapsiHbie opraHu3aliy, KOTOPBIM OpraH o CepTH(UKALUA H Opra
[0 TIePCOHAIU3AIMHM KapT IepefaloT BBINOJHEHHE KaKUX-JTHOO BO3JIOXKEHHBIX Ha HUX
KomnerentueiM opradom 1o ECTP Poccuiickoit @enepanuu QyHKIUH HECYT OTBETCT-
BEHHOCTH B COOTBETCTBHH C IIPHHATHIMU Ha ce0sl JOrOBOPHBEIMU 0053aTEILCTBAMMU.

3.1.5.0053aTenbLCcTBa AepxaTteneun KapT

[r13] Opran 1o BBIITYCKY KapT JOJDKEH 00€CIeYUTh MOCPEICTBOM 3aKIHOYCHHUS
COOTBETCTBYIOLIMX COTNIAIIEHUI BHIMOTHEHHE JEpKaTeIIMU KapT CIEIYIOUIHMX 00s3a-
TEJIbCTB:

a) I10JIb30BaTelIb JOJDKEH IPelOoCTaBiIATh OpraHy IO BBIIIYCKY KapT TOYHYIO H
[TOJHYIO HHPOPMAIHIO, HEOOXOAUMYIO [ BBIITYCKA COOTBETCTBYIOIINX KaPT;

6) MONBb30BaTEIb AOJDKEH HMCIIOJIB30BATh IOJNyYeHHBbIE KIIOYM M CEePTH()HUKATHI
TOJIBKO B CUCTEME LIU(DPOBEIX Taxorpagdos;

B) MMOJIb30BATEIb JOJDKEH HCIIOJIE30BaTh KapThl TOJIBKO B CUCTEME LIM(POBHIX Ta-
Xorpados;

') MOJIb30BaTeNb AOJDKEH NPEeANpUHUMATh MEPBI IS MPEAOTBpAlleHUsA HECaHK-

LIMOHUPOBAHHOI'O MCITOJIL30BAHUS KapT U 3aKPBITOM YaCTU KIIIOUeil 000pya0BaHUS;
1) TIOJIB30BAaTENb JOJDKEH HCIIOJIB30BaTh TOJIBKO COOCTBEHHBIE KapThl, KIIFOYU U

cepTuduKaThl, nepeaanHbie opraHoM no BeinycKy KapT (ECTP, llpunosxenue, crarbs
11.4.a);

e) TI0Jb30BaTelb JOJDKEH BIIAJIeTh TOJIBKO OJHOM JOEHCTBYIOIIEH KapTOH
soaurens (ECTP, IIpunoxxenue, craths 11.4.a);

K) I10JB30BaTE]h MOXET ONHOBPEMEHHO: UMETh KapTy MAacTepCKOH H KapTy
npeanpusatus  (ECTP, Ilpunoxenue [ob6asnenue 1B, VI:1); uMeTh HECKOIBKO KapT
MaCTEPCKOU;

3) MOJIB30BATEJIb HE NOJDKEH HUCIIOJB30BaTh IMOBPEXICHHYIO KapTy WM KapTy C
MCTEKIIMM CPOKOM ACHCTBU,

1) I0JIb30BaTEIb JOJDKEH JI0 3aBEepIIEHUs CPOKa JEMCTBUS KapThl WM KIIIOYEH,
yKa3aHHOTO B CBHJETeNbCTBe (cepTHdUKaTe), HE3aMEJIUTEIBHO ITOCTABHTHL B
M3BECTHOCTH OPraH I10 BBIITYCKY KapT B CIACAYIOIIUX CIIydasX:

- Korjga kapra Oblia yKpaZeHa, MOTepsiHa WM CYIIECTBYET IOTEHIIMaJIbHAas

yrpo3a ais gansHenmero ucrnonbs3oBanus Kaptel (ECTP, [Ipunoxenne, cratesa 12.1);
- KOraa cojiep)kaHue cepTudukara (CBUAETEJIBCTBA) SBISAETCS HETOYHBIM
(OLLIMOOYHBIM).

3.1.6. O6a3aTenbCcTBa NpousBoaAUTeneu Taxorpadgos

B nacrosmiee BpeMs B Poccurickonn @enepannu He IIPUMEHSETCS.

3.1.7.06a3aTenbCcTBa Npou3sBoauTernien 4aT4YuKoB ABUXEHUSA

B Hacrtosee Bpems B Poccuiickon Penepaliii He IPHUMEHSACTCA.
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3.2.0TBEeTCTBEHHOCTb

[Ipumeuanue: 6 nacmosujem OOKYMeHme He Oonpeoensiemcs @popma u pasmep
OMBEMCIMBEHHOCU, ABNIAIOWUECA NPEOMEMOM pe2YyIUpO6anus COOMEEmMCmeyrouux

HOPMAamMueHvlX Npaeoevix akmoe Pd.
OpraH 1o cepruduxanuu kiodeir (CA) u opran no nepcoranuzanuu kapt (CP)

HE HECyT OTBETCTBEHHOCTH II0 OTHOLICHHIO K KOHEYHBIM I10JIb30BaTEsAM, a HECYT
OTBETCTBEHHOCTH TOJIBKO 1o oTHomeHuo K KomnerHomy oprany P® no ECTP (NA) u
oprany 1o Beimycky kapt (CIA). |

JlioOble BONPOCEI, CBA3aHHBIE C OTBETCTBEHHOCTBIO IIepell KOHEYHBIM
mosipb30oBarTeeM, Haxonsarcs B chepe komnereniun Kommernoro oprana P® nmo ECTP
(NA) u oprana no Beinycky kapt (CIA).

[r16] KapTel, KIOYM U CEPpTHUQHUKATHEI MNpeAHA3HAYEeHbl TOJIBKO  JUISA
HCIIOJIL30BAHUS BHYTPH CHCTeMBbI IU(GPOBBIX Taxorpagos. Vcmoyib30BaHWE OpPyTrHX
cepTH(HUKATOB Ha KapTax B CHCTeMe LM(MPOBLIX TaxorpadoB He pomyckaercs. B sTon
cBsi3u HM oxHa w3 opraumsanui (KomnerHsiit opran PO no ECTP, opran mo BeITycKy
KapT, OpraH IO CcepTH(QHUKAIMH KIo4Yeld, OpraH IO IE€PCOHAIU3AIMH) HE HECYT
OTBETCTBEHHOCTH 3a MOJ00HBIE CEPTU(PUKATEI.

3.2.1.0tBeTcTBeHHOCTL KomnereHTHoro opraHa P® no ECTP wm
opraHa no BbINYCKY KapT nepea nonb3oBaTtenisiMu U UHbIMU, CBA3aHHbIMU
C HAMU CTOPOHaAMMU

[r17] KommerentHeiii opran P® no ECTP m opran mo BBIIYCKY KapT HECYT
OTBETCTBEHHOCTH TOJIBKO 3a T€ JIEHCTBHS, KOTOPhIE OBLIIM COBEPIIEHBI C HapyIIEHHEM
[MOJIOXKEHUI HacTosiero aokyMeHta. B ciydyae ecnu KomnerentHslit opran Pd mo
ECTP u opraH 1o BBIIYCKY KapT JAEHCTBOBAJIM B COOTBETCTBAUM C HACTOALIUM

JIOKYMEHTOM WJIM UHBIMHU JOKYMEHTaMH, YTBEPKJIE€HHBIMU B yCTaHOBJICHHOM IIOPsAIKE,
9TH AEHUCTBUS HE MOTYT OBITh KBAJIU(PUIIUPOBAHEI KAaK HE3aKOHHEIE.

3.2.2.0TBeTCTBEHHOCTb OpraHa no ceprucdpukaumm Krnrovyem U opraHa
no nepcoHanu3sauuu kapt nepea KomneteHTHbIM opraHom P® no ECTP

[r18] Oprad 1o cepTuduKalMK KJIHOYEHd W OpraH I10 IEPCOHAIH3AIMH HECYT
OTBETCTBEHHOCTh TOJILKO 3a T€ NEeHCTBHUS, KOTOphIe ObUIM COBEPIIEHE! ¢ HapyLIEHHEM
WIA B paspe3 C TIOJIOKEHMSIMM HacTOsIero JOoKymMeHTa. B ciydae eciH

BbIIIIeyKA3aHHBIE OpraHbl JICHCTBOBAIM B COOTBETCTBHM C ITOJIOXKCHHUSIMH HACTOSLIETO
JOKYMEHTA WJIM HWHBIMUA JOKYMEHTaMH, NPHHSATHIMH B YCTAaHOBJIEHHOM IIOPSIIKE,

pEeriIaMeHTUPYIOIIUMU  IPAaKTUYeCKHe MpOoLEeAypbl CEepTHQHUKAIUKA KIIOYeH U
MepcoOHANM3alid KapT, 3TH JeHCTBHUS HE MOILYT OBITh KBAIM(QHIMPOBAHBl Kak

HC3dKOHHBIC.

3.3.TpakToBaHUA U peanusauus

3.3.1. Perynupylouiee 3akoHOAaTeNnbCTBO («BepPXOBEHCTBO 3aKOHay,
«OCHOBHOW 32aKOHY)

[TpakTHYeCKHEe MpOoLEAypbl CEPTUPUKALMKA KIIOYEH M BBIIYyCKa KapT HOJKHBI
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orBeyaTh TpeboBanusM ECTP u coOTBEeTCTBYIOIIErO 3aKOHOAATEJIbCTBA Poccuuckou
®enepannu. Eciu ECTP ycraHoBieHbl TpeOOBaHHs OTIMYAIONIKECS OT TpeOOoBaHUH
sakoHomarenscTBa P®, To mpumenstorces tpedoBanus ECTP (1. 4 c1. 15 Konctutynuu

PD ).

3.4.KoHpmnaeHUNanbLHOCTb

KoHbuaeHMaIbHOCT, B YacTW 3allUMTHl  IEPCOHANIBHBIX JaHHBIX IIPH
HCIIOJB30BAHUM M 00pabOTKe TakuX MJaHHBIX [JOJDKHAa OTBe4YaTh TpeOOBaHUIM
nupektuBbl Cosera EBponapnamenta N 95/46/EC ot 24 oktsa0ps 1995 roga "O 3amuTe
rpakaH B CBA3H ¢ 00paboTKOM MepcoOHANILHBIX JaHHBEIX H O CBOOOIHOM IepeIBUKCHUH

takux naHabiX" ("IupextuBa o mpuBaTHOCTH') U PenepanbHOro 3akoHa Poccurckon
®enepauyn ot 27 uronsa 2006 roga Ne 152-03 «O nepcoHaNbHBIX JaHHBIX» B YacCTH, HE

nporuBopevanieii maupextuBe N 95/46/EC ¢ ydeTroM mosioXeHHH IyHKTa 4 cTaTbhu 4
NaHHOTO 3aKoHa ¥ ITyHKTa 4 cratbu 15 Konctutyunu Poccuiickon deaepanuu.

3.4.1. Bugbl uHdopmauumu, ONS KOTOPbIX AOMKHa cobnioaatbes
KOH(pUOEeHUUaANIbHOCTb

[r19] JIroOble mepcoHanbHBIE MaHHBIE WIH J00ass Apyras HHQOPMAaLMH TaKoro
poza, B T.4. MH(GOpMaLKsA O MPEANPHATHN, UCIIONb3yeMas OPraHoM II0 CepTH(HUKALUH
KJIFOUE, OpraHoM I10 IEPCOHAJIU3alNH, a TaK K€ CyONOApAAHBIMHA OpraHU3aLMIMH, U
He UCIoJib3yeMas JJI1 HAaHEeCeHHs Ha KapTy IpPH ee BBIIMYCKE B OOpalleHHus SABIISETCS
KOH(MUIEHI[MATLHON U He MOXKET OBITh NepejaHa AJIsl OTKPBITOrO PacIpoCTpaHeHus Oe3
COOTBETCTBYIOIIIEr0 pa3pelleHuss CyObeKTa IIepCOHANBHBIX JAaHHBIX HIH €ro
mpeacTaBuTeNss, ecqim WHoe He TmpenycMorpeHo ECTP wu  3akoHOIaTebCTBOM
Poccuiickont @enepanuu (cm. 3.4.).

[r20] Bcs nepcoHanbHas wuWHQOpMamus W 3aKphITBIE  4YaCTH KIIOYCH
HCIIOJIb3YEMBIE OPraHOM IO CEPTU(MUKAIMM U OPraHOM [0 MEPCOHAIU3ALUUA TOJDKHEI
OBITH CTPOro KOH(PHUACHIAAJILHEL.

[r22] Wudbopmaums W HaHHBIE, HCIIOJIB3YEMBIE IIPH peaau3aldd CUCTEMbI
nudpoBeIX TaxorpadoB He TOJDKHEI OBITH TOCTYIIHBI JJISl BCEOOIIEro UCIOIL30BaHus 32

HCKJIFOYEHUEM CIIy4acB YCTAaHOBJICHHBIX 3aKOHOAATEIbCTBOM.

[r23] Undopmanus u [OaHHbIE, HCIIOJB3YEMBIE IIpH pealu3allid CHCTEMBI
M poBbIX TaxorpadoB HE JOJKHBI OBITh IOCTYIIHBI JUIsI BCEOOLEro UCII0JIb30BaHUs 32
UCKJIFOUEHUEM CJIy4YaeB YCTAaHOBJICHHBIX 3aKOHOLATEILCTBOM.

3.4.2.Hcbopmaums, KoTOpas He paccMmaTpuBaeTcs B Ka4yecTBe
KOHoMaeHUNanbLHOM

[r24] CepruduxaTsl He CUMTAIOTCS KOHMUASHIIMATEHON HHQOpMAIIHEH.

[r25] UnenTuduKanmMoHHbIE JTaHHBIE, a TaK K€ MepcoHalbHasd WH(OpMauusi H
naGopMauns 00 opraHM3aly, HaHOCHMMas Ha KapTy, a Tak)Ke B CEepTU(HKATbl HE
SBISIIOTCS  KOHGMUIEHIMAILHEIMH, ecau wuHoe He 1mipenycMmorpeHo  ECTP,
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3aKkoHoaTebcTBOM P® (cMm. 3.4.), CneUHaIIbHBIMUA COIJIAILIEHUSIMUA WA CTaTyCOM
MOJIb30BATEJIS.

4. TpeboBaHMe K [OOKYMEHTUPOBAHUKO npoueayp, peanuniyeMbiX
OpraHoM Mo BbINYCKY KapT, cepTUUKauuu KNnoYeu U OpraHom no

nepcoHanus3auum KapT

[r26] OpraH 1mo BBIIYCKY KapT, CEPTU(OHUKALMNA KIOYEH U OpraH 1o IepcoHau-
3aI[UM JOJDKHBI UMETh JOKYMEHTBI, OTPaXarollUue U3JI0)KEHUE TPAKTHYECKUX METOI0B U
MPOLIEAYP OCYIIECTBJICHHS CBOEH IeATEIbHOCTA B COOTBETCTBUM C TpeOOBaHUSAMU
ECTP u Hactosmero gokymeHra. JlanHele 1oKyMeHTHI («PyKOBOACTBA IO MPAKTHKE)
OJDKHBI OBITH YTBEPXKJAEHBI COOTBETCTBYIOIIMMM OpraHaMH M corjlacoBaHbl ¢ Komrie-
TE€HTHBIM opraHom 1o ECTP. *

B yacTHOCTH:
a) «PykoBoacCTBa 110 IPAaKTUKE)» JOJDKHBI OIIPENEIsiTh 00s13aTeILCTBA BCEX BHEIII-

HUX OpraHu3alluii, CBSI3aHHBIE C pealu3alueil (YHKUUHA opraHa II0 CEPTUQUKALUNA
KJIFOYed M opraHa I0 NepCOHAIX3ALMU, BKJIIOYas IIPUMEPHBIE IPOLEAYPEl U METOIBI
KOHTPOJIS.

0) «PykoBoJCTBa O MPAKTUKE» HOJKHBI ObITh JOCTYIIHBIMU IJIs1 KOMIIETEHTHO-
ro oprada 1no ECTP P®, a takxxe aJis 10JIb30BaTejI€ CUCTEMBI LM(PPOBOro Taxorpaga,
HHBIX 3aHHTEPECOBAHHEBIX CTOPOH (HAIIpUMED, JJISI KOHTPOJUPYIOIIUX OPraHOB).

[Ipy 3TOM oOpraH no cepTU(UKALUMU KIHOYEH U OpraH Mo MNEPCOHAIU3ALUUA HE
00s13aHbI pa3riamarh I10JIb30BaTeIsIM BCEX JeTaledl MPaKTUYECKOU peaiu3alliid CBOUX

00s13aTeJILCTB.
B) «PykoBoacTBa 1Mo mpaKTHKE» HOJKHBI OOECIIEYUTh BBHIMOJIHEHHE BO3JI0XKEH-

HbIX Ha COOTBCTCTBYIOIIIHNC OPI'dHbI 0053aTeILCTB U [IPCAYCMATPUBATb OTBCTCTBCHHOCTD

34 UX HECOOJTIOIEHHUE.
r) Oprabbl 00 BBINYCKY, CEPTH(MUKALUM U I10 NEPCOHATHU3ALMU KaAPT JOJDKHBI

ONpeAeNIUTh NOPAIOK nepecMoTpa « PyKOBOJICTB 110 IIPAKTUKE).

n) Opranbl MO BBIITYCKY, CEpTHU(MHUKAIUK U IO MEPCOHAIHU3ALMHN KapT JOJKHEI
yBenomisaTh KomnereHTHBIN oprad PO o ECTP 000 BceX U3MEHEHUAX, KOTOPLIE OHU
[UIAHUPYIOT BHECTH B «PYKOBOACTBA I10 IIPAKTUKE», U ITOCIIE OLOOPEHU U3MEHEHHOTO
JJOKYMEHTa cJieJiaTh ero JocTynHbeIM. HesnauurenbHble n3MeHeHus B «PykoBoacTBe 110

[IPAKTHKE» MOTYT OBITH BHECEHBI B TEKCT JOKYMEHTa 0e3 omoOpeHuss KoMIIETeHTHBIA
oprana P® o ECTP.

5. YnpaBneHue obopygoBaHuem

CoctaB 000py0BaHUS, UCIIOJIL3YEMOTO IIPH BHEAPEHUN CUCTEMBI U(DPOBLIX Ta-
Xorpa@oB BKJIIOYaeT B ceOs: ,

- KapTbl KOHTPOJIBHBIX YCTPOMUCTB (Taxorpados);

- KOHTpOJIbHBIE yCTpo#cTBa (0OpTOBBIE YCTPOMCTBA — MOIYJIM TPAHCIIOPTHBIX
CPEeCTB);

- JIaTYHUKH JIBHKECHHS.
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O0opynoBaHUE YIPABIACTCA CIACAYIOLIUMH I10JIb30BATEIISIMH:

- OpraHoOM I10 BBIIIYCKY KapT (perucTpaliysa 3asBJICHUN Ha BbIJady, 3aMEHY, 00-
HOBJIEHHE KapT, pacOpeaciiCHUEe KapT, perucTpalus 3asABJICHUM HA BbIJa4yy CEpTU(PHKa-
TOB KJIFOYel 000py0BaHuUs U T.1.); __

- Opra’HoM mo cepTU(pUKalMHU (BBIITYCK KJIIFOUYEH U CEPTU(PUKATOB);

- Opra’oM II0 NepcoHanu3auuu (rpaduyeckas U JISKTPOHHAs IepCOHAIU3aIHs,
AHHYJIMPOBaHUE (YHUYTOXKEHUE) KapT).

KomniereHTHbI1 oprad PO no ECTP BbINOJHSAIOT ClIEAYIONIYIO POjib B YIIpaBJie-

HUK 000PY10OBAHHUEM:
- OCYILECTBIISIOT O(HIMAIBLHOE YTBEPKIEHHE THIIA 000PYI0BaHMUS.

Opras 1o BEIIYCKY KapT BHIIOJHAET CJICAYIOLIYIO POJIb:

- [IpUEM 3asIBJICHUN Ha BblAauy (IIpOAJIEHHE CPOKa, 3aMEHY U T.II.) KapT, 3a-
SIBJICHUM Ha BblIa4y CEpTU(PUKATOB KIIFOUYer 000pyHOBaHUS;

- MPOBEASCHHUE NPOLEAYPhl PETUCTPALUH 3asSBJICHUM;

- pacrpeieJIeHue KapT;

- pEerucTpanus KapT U XpaHeHUe JaHHBIX.

Oprad 1o cepTUu(QUKaALMA U Oprad no MepPCOHAIM3AIUU BBITIOJIHAOT CIEAYIONIYIO
pOJIb: |

- KOHTPOJIb Ka4eCcTBa (T€CTOBBIEC UCIIBITAHUA);

- KOHTPOJIb 3a KJIKOYaMH;

: [epCcoHaJIM3anus KapT;

- pacripefieJIeHUe KIII0OYeH U cepTHU(HKATOB.

5.1. KapThbl TaxorpadoB

5.1.1. KoHTponb KayectBa — (pyHKUUM opraHa no ceptudukauum w
OpraHa no nepcoHasrindaunmmn KaptT
[r27] Opran mo cepruduxkalid U OpraH MO MNEPCOHATU3AIUH KapT HOJIKHEI

'ApaHTHPOBATD IICPCOHAJIM3AIIUKO TOJIBKO TEX BHUIOB KdapT, KOTOPBIC HNPpCAYCMOTPCHBDI
ECTP (cm. 5.1.7.5).

5.1.2. 3asBneHue Ha Bblaavy KapTbl

[r28] OpraH no BBIIYCKY KapT JOJDKEH COOOIIATh I0JIb30BAaTENIIM HH(POPMAIIHIO
O CpOKax M YCJIOBHUSX HCIIOJIb30BaHUA KapT. MHbopMauus 10/KHA ObITh M3JI0XKEHA B
dopMe JOCTYITHON I TOHUMaHUA.

[r29] llonb30BaTens 00s13aH, mogaBasi 3asiBJIEHHE HA MOJTy4YeHUe KapThl U IT0JIy4ast
CC B IOCJICACTBHUC, IIPDHUHATD YCTAHOBJIICHHBIC CPDOKH H YCJIOBUS €€ MCIIOJIb30BaHMUAI.

5.1.2.1.3asae6n1eHue noivzoeamesis

3asABJICHUE Ha MOJy4YEeHHE KapThl A Taxorpada J0KHO OBITh MOJAaHO B (opMe,

YTBEP>KIEHHOH OpPraHOM II0 BBIIIYCKY KapT M corjacoBaHnHoM ¢ KoMIleTeHTHEIM
opranom P® o ECTP.

JTa (opMa [OJDKHA COJep)KaTh JaHHBIE, KOTOpPbIE MO3BOJISIOT IIPaBHJIBHO
UIEHTU(OUIUPOBATE MOJIB30BaTENS.
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Jlanee mpuBogUTCA HMHPOpMaLUs HeobxoauMmas IJIsI BbIOAYM KapT BOJUTEIS,
MaCTEpPCKOH, KOHTpOJIEpa, IPEAIIPUSITHUS.
|r30] [{na kapmer 6o0umen:

- O.N.0.;
- JlaTa POXJIEHUS;

- poTorpadusi;

- MECTO OOBIYHOIO IIPOXKHUBAHUS;

- IOYTOBBIX aApec (€CIM OH OTIUYAETCSA OT MeCTa OOBIYHOIO IIPOKHUBAHUA );

- HOMCDP IIaCIIOPTA, KCM H KOI'ld BblAdH (HHH HHOCTPAHHDIA I'DA/RAdH — AAHHDIC O
3arpaHUYHOM I1aCIIOpPTe, MHOM HICHTU(DUKALIMOHHOM JOKYMEHTE);

- HaUME€HOBaHHUE CTPaHbl, BbIJABIIENH BOAUTEIIBCKOE YIOCTOBEPEHHE;

- HOMEp HAlIMOHAJBbHOI'0 BOJMTEIBCKOIO YJAOCTOBEpeHHs (Ha [OaTy BbIJA4YHu
KapThl);

- IPeATNIOYUTAEMBIN A3bIK OOIICHHS.

[Ipumeuanue: Kapma eooumensa moocem Oblmov 6b10aHA 3AABUMENIO, UMEHOUIEMY
NOCMOSIHHOE MECMO HCUMENbCMBO 8 CmpaHe, 20e OH nooaem 3as6jieHuUe HA NOJYYEeHUE
Kapmeul.

[100 nocmosaHHBLIM MeCmom HCUMENbCMBA NOHUMACMICA NPOHCUBAHUE B0OUMEIA
HA meppumopuu 20cyoapcmea 6 meveHue He meHee 185 OHeu Kaxicoo2o KaneHoapHoz20
200a 8 Cully e20 NUYHbIX UNU NPOGecCUOHANbHBIX 0bA3amenvcme, IUbo 868Uy NUYHBIX

obcmosmenbcms.

B cnywae cmenbl 600umenbCKkoco0 yO0OCMOBepeHUs 8 meyeHue CpokKa 0eucmeust
Kapmoul 3aMeHa Kapmaol HE NPOU3EB0OUMCHL.

[¥31] /{na kapmer macmepckol:

- IIOJIHO€ U  COKpall€HHO€  HAMMEHOBAHUE  IOPUJAUYECKOro  JIMIA
(MHAMBUAYAJBLHOIO NpeAlpUuHHUMATES);

- aJipec MeCTa pacroJIONKEHUsI UCIIOJTHUTEIbHOIO OpraHa (FOpUIUYeCcKUi aapec);

- [IOYTOBBIX apeC OPUAUYECKOr0 JULa (MHANBHAYAIBLHOTO IIpEeAIIPHHUMATEIS );

- noykHOCTh, D.M.O. pykKoBOAUTEINS HOPUAUYECKOro JHIa (MHAMBHUIYAJIBLHOTO
[IpeANpUHUMATEIISA) WIM Juia (JIUL), HA3HAYeHHOTO(HBIX) MPHKA30M 110 MPEANPUSITHIO
OTBETCTBEHHBIM(M) 3a IOJIy4yeHUe, XpaHEeHHUE U HCIIOJIb30BaHHE KapT, UX MacCHOPTHHIE
NaHHble (HOMep, KeM M KOrJa BbIJaH); JaTa pPOXXIASHHS, HOMEp M Jara IpHKa3za o
Ha3HAYE€HUU OTBETCTBEHHBIM 3a IOJIy4Y€HUE, XpaHEHHE U MCII0JIb30BaHHUE KapTHI.

MHupopMaLys 0 paHee BbIJaHHBIX KapTax:

- HOMED; —

- CPOK JICUCTBHUA.

[Ipumeyarue: Kapmovl macmepckou 6bl0ArOMCs I0OPUOUYECKUM AUYAM ULU UHOU-
8UOYANIbHBIM NPEONPUHUMAMENAM, 3aPe2UCmpupo8anuvim Ha meppumopuu Poccuiickoii
Deoepayuu u OONYWEHHLIM 8 YCMAHOBNIEHHOM NOPAOKE K BbINONIHEHUI0 pabom no yc-

manoeke, npoeepke, MexHu4ecKkom) OOCNYHCUBAHUIO U PEMOHM) KOHMPONbHBIX YCM-
poucms.

|¥32] [na kapmur konmponepa:

- HaHMEHOBaHHE KOHTPOJIbHOI'O (HaA30pHOI'0) OpraHa, €ro TEPPUTOPHAIBHOIO
yIIpaBJIEHUS;
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- aIpeC MECTOPACIIOJI0KEHUA TEPPUTOPHUATIBHOIO YIIPaBICHHUA;

- [0 KaXIOMYy IJIMIy, MOJy4aroleMy KapTel: IOODKHOCTh, D.JM.O.; narta
pokaeHus; ¢otorpadus; MacrnopTHbIE JaHHbIE, B COOTBETCTBHM C HALMOHAJIBHBIM
[IOKYMEHTOM, HAECHTUDHUIIMPYIOUIEM JIMYHOCT (HOMEp, KEM M KOrjla BbIIaH).

KapTel KOHTpoJiEpa BBIAAIOTCS IO IPEACTABICHHUIO COOTBETCTBYIOIIEI0 HAA30p-
HOI'0 OpraHa JIMIaMm:

- SIBJISIIOIMMCS COTPYIHUKAMHU KOHTPOJIbHBIX (HAA30PHBIX) OpraHoB PocCHHCKON
Menepalldi, YIOJHOMOUYEHHBIX 3aKOHOAATEIsCTBOM Poccuiickon ®enepauuu s
OCYIIIECTBIIEHUS KOHTPOJIA 3a peXXUMaMH Tpyda H OTAbIXa BOAUTEIICH IIPH OCYIICCTBIIC-
HUHM MEXXIYHapOJHBIX aBTOMOOUIIBHBIX IIEPEBO30K;

- He UMEIOIIMM Ha MOMEHT I10J[a4yH 3asIBJIEHHS B Cllydyae NepBUYHOU BBIIAYH Kap-

Thl UHOM NEHCTBYIONIEH KapThl (HE3aBUCHUMO OT €€ THIIa), BbIIaHHOH KOMIIE€TeHTHBIM

opranoM 1o ECTP Poccuiickori ®Denepanuy, WHOH TOTOBapHUBAIOIIEHCS CTOPOHEI

ECTP.

[¥33] /{na kapmer npednpuasmu:
- NOJJHOE U  COKpalleHHOe  HaUMEHOBaHHE  IOPHIHYECKOro  JIHIa

(MHIUBHAYAIBHOTO MPEANPUHUMATEIA );

- aZIpec MECTa PACIIOJIOKEHHUS UCIIOJHUTEIBHOIO OpraHa (IOpuIHYeCKUH apec),

- TIOYTOBBIN AJIPEC NIPEAIPUATHS;

- nomkHocth, ®.M.O. pykoBomuTeNns NPEANpPUATHAS WIA Jduua (JIML),
Ha3HAYEHHOTO(HBIX) IPHKA30M I10 MPEANNPHUITHI0O OTBETCTBEHHBIM(M) 3a IIOJIyYEHHE,
XpaHeHHe M HCIIOJb30BaHWE KapT, UX MaclOpTHHIE JaHHBIE (HOMEp, KEM H KOrjia
BBIJJaH); HOMEp M Jara IIpuKa3a O Ha3sHA4YE€HHH OTBETCTBEHHBIM 3a IOJIy4YeHHE,
XpaHEHHE U UCII0JIb30BAHUE KAPTHI.

HMudopmanus o paHee BbIIaHHbBIX KapTax:

- HOMED;

- CPOK JIEHCTBHUSI.

Kapmul npeonpusmus 6vl0alomcs 10pUOUYecKUM auyam U uHOUSUOYAIbHbIM
NPeONPUHUMAMENAM, 3apecucmpuposannuim Ha meppumopuu Poccuuckou Pedepayuu,
OCYIYECMBAAIOWUM  (NIAHUPYIOWUM  OCYWYECmBIAms) MeHCOYHAPOOHble Nepeso3KU
epY306 U NACCANCUPOB ABMOMOOUNLHLIM MPAHCNOPMOM, hnonadarwue 8 cgepy

oeucmeus ECTP.

5.1.2.2.Cozcnauienue
[r34] 3asBuTEnb, MOJAaBas 3asBJIEHHE HA MOJYYEHHE KApThl U OJIy4Yass KapTy TeEM

caMbIM TOATBEPXKIAeT cBoe coriiacue ¢ ycinoBusiMu KommnerentHoro oprad mo ECTP
P® B ciieayromem:

- COTJIAIIAETCA CO BCEMH CPOKaMH H YCJIOBHSMH B YacTH MCIIOJIL30BAaHUSA
kapT Taxorada, BKJIF04as COrlacie Ha MCII0JIb30BAaHHE CBOMX MEPCOHAIbHBIX JaHHBIX B
LIeJIAX OCYILECTBICHMA KOHTPOJIA 3a PEKHMaMH TPyAa H OTAbIXa BOAUTEISH;

- cOIJIalllaeTcsl ¥ IOATBEPIKIAET, YTO 32 BCE BPEMs MCITOJIb30BaHUA KapThl (B
mpollecce SKCIIyaTalldd) HayuHas ¢ MOMEHTa €€ IIOJIyYeHHHA, 10 Te€X I[Oop IIoKa
NieficTBHE KapThl HE OY/IeT MPHOCTAHOBJICHO B YCTAHOBJICHHOM IOPsIKE:

KapTa He OyJeT mnepefaaHa TpEeTbeMY JIMIY, HE YIOJIHOMOYEHHOMY B €€
MCII0JIB30BaHUH C IICIBIO €€ IPUMEHEHHA B CHCTEME;
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Bcsl HMH@OpMaIUs, IpeaoCTaBJI€HHAas OpraHy II0 BBIIYCKY KapT SBJISAETCH

JIOCTOBEPHOM ¥ COOTBETCTBYET TOM MH(OPMAILIMH, KOTOpasi 3aHECEHA Ha KapTy;
KapTa OyJIeT HCIIOJB30BaHA TOJBKO C YYETOM HMEKLIUXCS «PUIAYECKUX)

OTPAaHUYECHHU.
5.1.2.3.Ycnoeua npunamusa opzanom no 6bINYCKYy Kapm peuwieHua o

803MOMNCHOCHIU 8bLOAY U KAPMbL — 0/11 KAPMbl 600UMENA.
[r35] Kapra BomuTenss MOXXET ObITh BbIJaHa 3asBUTEINI0, UMEIOIIEMY OOBIYHOE

MECTO IpOXKHBaHUs (He MeHee 185 IHeW) B CTpaHe, i€ OH MOJAEeT 3asiBJICHUE Ha II0JIY-

YEHUE KapTHhl.
[r36] Opran o BBEIIIYCKY KapT JOJIKEH OBITh YBEPEH, YTO 3aBUTEIIb HE SBIISIETCH

[10JIL30BATEJIEM KapThl, BEIJAHHOU B IPYI'OU CTPaHE.
[r37] Opran mo BBINYCKY KapT OOJKE€H OBITh YBEPEH, YTO 3asiBUTEIb UMEET

BOJUTEJLCKHE IIPpaBa COOTBETCTBYIOILIEH KATETOPUH.

5.1.3. Bo3obHoBneHue (npoaneHue) cpoka AOeUCTBUSA) KapTbl -
OCYLUEeCTBNAETCA OPraHoM no BbINYCKY KapT

[r38] Kapra cepBuCHOro ueHTpa (MacTepCKOW) BBIHAETCS HAa CpOK He Oouiee
OJTHOT'O TOJla C ATkl BbIJIa4YU KapPTHI.
[r39] Kapra BOguTeNsl BBIJAETCS HA CPOK He OoJiee TpexX JieT C AaThl BBIIAYU

KapThl.
[r40] Kapra npeanpusaTus BblaeTcs Ha CPOK He OoJiee IISATH JIET C JaThl BBIIAYH

KapThl.
[r41] Kaprta xoHTpoJiepa BbIAAeTCs Ha CpOK He OoJsiee ABYX JIeT C AAThl BBIAAYU

KapTEl.
IIpumeuanue.: npueedennvie 6 [r38], [r39], [r40], [r4l] cpoxu Oeucmeus xkapm

coomeemcmeyem ycmanosnennvim Ilpuxazom Munmpanca Poccuu om 20 oxmabps

2009 Ne 180, zapez. Munrocmom Poccuu 02 gpespans 2010 2., pec. Ne 16210.
[r42] Ilopsmok HarlOMHHAHMS II0JIB30BATE/IIM O CPOKE OKOHYAHHUA HEHUCTBHUS

KapTOYKM OINpEJieJIeH OpraH IO BblJladye KapT B pyKoBoacTBe 110 npaktuke «ECTP.

PyKOBO,HCTBO [10 BbI44C, 3aMCHC, IIPHOCTAHOBJIICHHIO H dHHYJIUPOBAHHIO lleﬁCTBIfIH

KapT, UCIIOJIb3YEMBIX B YCTPOMCTBAX KOHTPOJA PEXKUMOB TPyJa U OTAbIXa BOAUTENIEH
MpU peaju3alliil TpeOoBaHHM EBpomneickoro coriaiieHus, Kacarollerocs padoThI
YKHUMNAXKEH TPAHCHOPTHBIX CPEACTB, MPOHU3BOAAIINX MEXIYHAPOAHBIE aBTOMOOHIIbHBIC
[IePEBO3KI.

[r43] 3asBieHuMe Ha IPOJJIEHHE CpOKa JEMCTBUS KapThl OIIPEIEIEHO B
pykoBoacTBa 10 Inpaktuke «ECTP. PykoBoACTBO 1O  BblJlaye, 3aMEHE,

[IPUOCTAHOBJICHUIO U AHHYJIMPOBAHUIO JICUCTBUA KapT, UCIIOJIB3YEMEIX B YCTPOUCTBAX

KOHTPOJII PEXHMOB TpyJla M OTHAbIXa BOJMUTENEd IIpH pealu3alid TpeOOBaHUMU
EBponeickoro corjameHus, Kacarwllerocs padoTel SKUNaXeld TPaHCIOPTHBIX CPElCTB,
[IPOU3BOAAIIMX MEXAYHAPOJHbIE aBTOMOOHUIIbHEIE TTIEPEBO3KI).
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5.1.3.1. Kapma 6ooumens
[r44] 11pu HEOOX0AUMOCTH OOHOBJIEHHUS KapThl B CBSI3U C OKOHYAHHEM CpPOKA €e
NIEVCTBHUS, I€pKaTeIb KapThl JO/DKEH HANIPAaBUTh 3asiBIIEHHE O BEIJaye KApThl HA HOBBIM

CPOK He mo3jHee 4eM 3a 15 (maTHaauarh) AHeW N0 JaThl UCTeUeHHS CpoKa JeHCTBHUS
KapThl.

[Topsimox 0OHOBIIEHUSA KApThI COOTBETCTBYET IOPSIKY BBIIAYH.

[r4S] Ecnu nonp3oBaTellb OEHCTBYET B COOTBETCTBHHM C YCTaHOBJIIEHHBIMH
TpeOOBaHUsAMH, OpraH I10 BBIMYCKY KapT JOJDKEH BBIIATh HOBYIO KapTy IO OKOHYAHUS
CpOKa AE€UCTBHUS TEKYILEHA KapThl.

5.1.3.2. Kapma macmepckoiu

[r46] Ilone30BaTesp NOJKEH IOAATh 3asBIICHUE O IPOJIJIEHHE KapThl KAK MHHH-
MyM 3a 15 nTHEeH 10 OKOHYAaHUS CPOK JCHCTBUA KApThI.

[r47] OpraH o BBIIYCKY KapT OOJDKEH MPOIJIUTh CPOK JEHCTBHS KapThl
MAaCTEPCKOM B TEYEHHE 5 pabouux MOHEW C JaThl pPErucTpaldd 3asBIIECHU,
O(OPMIIEHHOI'O B YCTAHOBJICHHOM MOpPSAKE C MPEOOCTABIEHHEM BCEX HEOOXOAUMBIX

JOKYMCHTOB U JaHHBIX.

5.1.3.3. Kapma npeonpusamusn
[r48] 1lonb30Barens nomKeH MoAaTh 3asBIEHUE O MPOIJIEHHE KapThl KaK MUHH-
MyM 3a 15 IHEeHl N0 OKOHYaHMS NEHCTBHUS KapTHI.

|r49] Eciaum mnons3oBarens AEHUCTBYET B COOTBETCTBHH C BBINIEYKA3aHHBIMH
TpeOOBaHUSAMH, OPraH II0 BBIIIYCKY KapT JOJDKEH BBIJATh HOBYKO KapTy IPEaNpPHSITHIO

10 OKOHYaHHUS CpOKa AEHUCTBUSA TEKYLIEH KapTHI.

5.1.3.4. Kapma konmponepa
[rS0] Ilonp3oBaTenp HoJDKEH noaaTh 3asBiI€HHE O IIPOJICHHE KapThl KaK MHHU-

MyM 3a 15 JHEHN 10 OKOHYAHUS CPOKa ee JeiCTBHA.
[rS1] Opran mo BeIIYCKYy KapT HOJDKEH HPOUINTh CPOK IEWCTBHS KapThl
KOHTpoJiepa B TE€YEHHH S5 pabouyux [JHEH C JaThl pEerucTpallH 3asBJICHMS,

O()OPMIICHHOIO B YCTAHOBJIEHHOM IIOpSJKE C IPENOCTaBIIEHHEM BCEX HEO0OXOIHUMBIX
JOKYMEHTOB U JaHHBIX.

5.1.4. Bbiaaya KapT Ha HOBbIA CPOK (OOHOBNEHUE) N OOMeH KapT —
OCYLLECTBNAETCA OpraHoM rno BbINYCKY KapT

[rS2] llonb3oBarens, MEHSIOMUN CTpaHy IIOCTOSHHOTO MECTa >KUTENbCTBA,

MOXET OOpaTHUTBCS B OpraH IO BBIYCKY KapT C 3asBlicHHEM 00 oOMeHe KapThl
BOAUTENII. B TOM ciydae eciu Ha MOMEHT IIOJIayM 3asBJIEHHS 00 oOMeHe, TeKYyLIas

KapTa SIBJISIETCS HEHCTBHTEILHOM (CPOK HEHCTBHUSI KapThl HE HCTEK), 3asBUTE/Ib B
Ka4eCTBE MOATBEPKACHHUS IIPEABABIIAET TOJBKO aapec HOBOI'O MeCTa XUTEJIhCTBA.

[rS3] Oprasn 1o BeiycKy KapT B3aMeH CTapoif KapThl BBIIAET HOBYIO, @ H3BSATYIO
KapTy OTIIPaBJIA€T B COOTBETCTBYIOIIMH KOMIIETEHTHBIM OpraH JOIOBapHBaroOIIeiics
cropoHsl ECTP.
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[r54] OOMeH KapTbl B CJEACTBHE H3MEHEHHUs MecTa JKUTEJIbCTBA (CTpaHBI
[IPOXXUBAHMSA ) IIPOU3BOAUTHECA B COOTBETCTBHH C IIPOLEAYPOH BbIJJa4YH HOBOM KapTHl.

5.1.5. 3aMeHa yTepAHHbIX, YKpaAeHHbIX, MOBPEeXAEeHHbIX KapT U KapT,
paboTarowmx co cOOAMM — OCYLLECTBIAETCA OPraHoOM MO BbIMNYCKY KapT

[r5S] B cnydae eciu kKapra IorepsHa HWJIM yKpaZeHa, [OJIB30BAaTEb HOJDKEH

He3aMeJINTEJIbHO COOOIIMTh O JAaHHOM (aKTe B OpraH IO BBINYCKY KapT JIHOOBIM
JOCTYITHBIM ciocoOoM (TenedoH, 2JIEKTPOHHAA I104Ta Y T.II.) ¥ YKa3aTh IIPU 3TOM CBOH

[TAaCIIOPTHEIC JTaHHEIE.
[rS6] Nndopmanuss 00 yKkpaZeHHBIX HJIM IOTEPSHHBIX KapTax HOJKHA OBITH

pasMelleHa B «YEepHOM CIIMCKe» U OBbITb JIOCTYITHOM IJIS BCeX CTpaH —
noroapuBaromuxcs cropod ECTP.

[rS7] IloBpexxneHHass ¥ HeHCIIpaBHAs KapTa OO0JDKHA OBITH HaIpaBjieHa B Opras
MO BBIMYCKY KapT JJIs1 YHUUYTOXCHUS U 3aHECEHUS B «YEPHBIA CITUCOK.

[r58] Ecin xapra yrepsiHa, yKpaaeHa, IOBPEXKACHA WU HEUCIIPaBHA, I10JIb30Ba-~
Tellb JOJDKEH ITOJaTh 3asiBJIEHUE O 3aMeHe KapThl B TeUueHUU / (CeMU) KaJleHIapHBIX

OHEeW C MOMEHTa HAaCTYIUICHUS IIPUYUH 3aMEHBL.
[r59] Ecnu nonp3oBarens NPUIAEPKUBAETCS BBIIIEYIIOMSHYTOIO TpeOOBaHUS,

OpraH II0 BBIIIYCKY KapT OOJIKE€H BBIJATh HOBYIO KapTy C KJIKOYAaMU U CEepTUPUKATAMU
B3aME€H CTapoOM B TEYEHHE S5 paboynmx OHEHM C MOMEHTa IIOJAa4d II0JIb30BaTeJIeM
3a8BJICHUS. O(OPMIIEHHOIO B YCTAQHOBJIEHHOM IIOpSIIKE C MPEAOCTABIEHUEM BCEX

HEO0OXOJUMBIX TOKYMEHTOB U JaHHBIX.

[r60] Cpok nmelcTBUS KapThl, BBIJaBa€MOM B3aME€H CTapOM HCUYMCISIETCS C
MOMEHTa BBIJA4YUd CTApOH KapTel. ECIM 0 HUCTEUeHHUs] CpoKa AEHUCTBHUS BBIAABAEMOU
B3aMEH CTapOM KapThl OCTaJIOCh MEHbIIE 6 MecsIeB, OpraH MO BBIITYCKY KapT MOXKET
BbIJJaTh HOBYIO KapTy.

—

5.1.6.Peructpaumusa 3asiBrieHMs O Bblaye KapTbl - OCYLleCTBIAETCS
OpraHoMm no BbINYCKY KapT

[r61] OpraH no BeINYCKY KapT J0JDKEH PerucTpUpOBaTh BCe MpeJCTaBIEHHBIE Ha
BbIJAUYy KapT 3asiBJIeHUs. JTU JAaHHbIE JOJIKHBI OBITh JOCTYITHEI JJISI OpraHa Io CepTH-
pukanM U opraHa mo INepCOHAU3AIMA C IebI0 JATbHEHIIIEero UCIIOJL30BaHUs PTOM
MH(pOpMALIUH JJIs FeHepallui CePTU(PHUKATOB U ITEPCOHATU3AIUH KapT.

5.1.7. [llepcoHanu3auua KapT - OCVYLIEeCTBMNSAeTCA OpraHomMm nno
nepcoHanu3auuu KapT

[lepconanu3amusi KapT OCYIIECTBISIETCS rpa@UUYecCKUM M 3JIEKTPOHHBIM CIIOCO-
OoM. JlaHHBEINM IpoLIECC OCYIUECTBIISIETCS C MPUBJIEYCHUEM CYONOAPSAHON OpraHu3a-
{1, YKa3aHHOU B I1.1.1. HacTOsAIMEro JOKYMEHTA, YTO HE YMEHBIIAeT OTBETCTBEHHOCTH

NA. -

5.1.7. 1.1 pagpuueckasn nepconanuzayus

[r62] Kaptel noasepraroTcs rpaduyeckol nepcoHaIu3allid B COOTBETCTBHHU C
[lpunoxenuem - [lobasnenune 1B x ECTP, pasgen IV u Ilpukazom Munrpanca Poccun
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oT 20 okts0pst 2009 r. Ne 180, 3aper. Munrocrom Poccuu 02 despans 2010 roxa , per.

Ne 16210.

5.1.7.2.Beoo oarnHbix nonvzoseamens
[r63] JlaHHble 3aHOCATCA Ha KapTy B COOTBETCTBHH C TpeOOBaHUAMH

[Ipunoxenus - Jlo6asnenne 1B x ECTP: noapasnen 2, npasuna: TCS 403, TCS 408,
TCS 413 1 TCS 418, B 3aBUCHMOCTH OT THIIA KapTHI.
5.1.7.3.B600 xnroua

[r64] 3akpbiTas 4YacTp KJIIOYEM OOJDKHA BBOAUTHCS B KapTy TaKMM 00paszoM,
4TO0OBI HE BO3ZHHKJIA BO3MOKHOCTh U3MEHEHHA KIII04YeH BHYTpPH KapThl. [lenecoodpa3Ho
OCYILIECTBIIATh JaHHBIN IIPOLECC TAKUM 00pa3oM, 4TOOBl KIIKOY HE IOKHUAAJNl Cpely €ro
reHepauy. CoaepiKaHue KapThl JOJDKHO rapaHTUPOBATh, YTO HE OJIMH YEJIOBEK HU IIPU
KaKuX 00CTOATENbCTBAX HE CMOXKET ITOJYYUTh KOHTPOJIb HaJl 3aKPHITOM YacThIO KJII0Ya
0€3 NPOXO0XKACHUA MPOUEAYPbl HAEHTU(DHUKALIMK, pa3aen 7.2 . Koy 060py1oBaHu.

5.1.7.4. Beoo cepmughuxama

[r65] Ceprudukar nmons3oBarens I0JDKEH OBITh BBEAEH B KapTy JO0 MOMEHTA €€
epeaayvy mojb30BaTello.

5.1.7.5. Konmpons kauecmeaa

|[r66] Opran no nepcoHajv3auuy HOJDKEH paclioyaraTh JOKYMEHTHUPOBAHHBIMHU

npoueaypamMu, 0O0€CleYUBAIOIIMMUA KOHTPOJIb 3aHOCMMOM Ha KapTy rpaduyeckoil u
3JIEKTPOHHOH MH(POpMAaLMU C LEJIBI0 IIPOBEPKH HMX COOTBETCTBHUA (PaKTUUECKUM
JIAHHBIM I10JIb30BaTEJIs.

J.1.7.6. Aunynupoeanue ( yHuumoosicenue) He 8blOAHHbIX KaApm

[r67] Bce nmoBpexaeHHBIE KapThl (WM KapThl 10 KaKUM — JHOO IPHYMHAM HE

BBIJJAHHBIC KOHCYHOMY I10JIb30BATEN0) MOOJDKHBI OBITh (DU3WYECKH U IJIEKTPOHHO
YHHUYTOXKEHBI (YTHIM3UPOBaHbI) B TeYEeHUE HE Oosiee 3-X HEH ¢ MOMEHTa HaCTYyJIEHHs

COOTBETCTBYIOILIETO COOBITHSI.
[r68] Bce moBpexaeHHBIE KapThl JOJDKHBI OBITH 3aperecTpUpOBaHHEI B 0ase

JTAHHBIX JUIS1 aHHYJIUPOBAHHBIX KapT.

5.1.8. Perncrpaumua kapt u xpaHeHue uHcgpopmauum (6a3 gaHHbIX) —
OCYyLEeCTBNSAETCHA OpPraHoOM Nno BbINYCKY KapT

[r69] Opran mo BBIIYCKY KapT OTCIEXUBAET KaXAYIO KapTy H HOMEDP Ka)KIOW
KapThbl, BBIJAHHBIE ITOJIb30BATEJISIM M 3aHOCHUT UX B COOTBETCTBYIOILIUUA pPEECTP.

OpraH 10 BBIIYCKY KapT XpaHUT INEpPEYe€Hb H3rOTOBJIEHHBIX KapT - CEPUIHBIE
HOMEpa, CepTU(DHUKATEI.

9.1.9. NepcoHanusauua U Bbiga4ya KapT Nonb3oBaTento.

[Ipumeuanue:

Buioaua kapm none3oeamenio — oCywecmenaemca opeaHom no 6bINYCKY Kapm.
[lepconanuzayus — ocyuwecmeniemcs opeaHom no NePCoOHANU3IAYUU.

[r70]

- YTBEpXXIEHHBIE TPOUECAYPbl 0 NEPCOHAIU3ALMHU  JOJDKHBI  OBITH
JJOKYMEHTAJIBHO ITIPOITMCAHBI C LENbIO: ‘
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obecrieyeHHuss MUHUMH3Al[MA BpEMEHH Ha XpaHEHUE IIEPCOHAIM3UPOBAHHBIX KAPT;

[PeIOTBPALIEHHs BO3MOXHBIX OBPEXACHUH, IIOTEPh M OLIUOOK;
0e30MacHOr0 XpaHeHHs J0 Iliepeladd I10JIb30BaTelllo, BKIIOYas XpaHCHHE B

Hepabouee (HOYHOE) BpEMS.
- [Tepconanu3zupoBaHHas KapTa J0JDKHA ObITh HEMEJICHHO HallpaBJIEHa Ty/a, TIC

oHa OyJzeT mepeaaHa UiH BbIJIaHa IT0JIb30BATEIO.
- TlepcoHanu3upoBaHHbIe KapThl JOJDKHBI BCerJa XpaHWUTBCA OTACIBHO OT HE

MePCOHUPUUUPOBAHHBIX KapT. ;
- Kaptel s TaxorpadoB IODKHBI PaclpoOCTPaHATLCA TakHM 00pa3oM, 4TOOBI

MHUHAMH3HPOBATH PUCK IIPOMaXH UJIK YTpaThl KapT.
- Ilpu BbIgaye KapT KOHEYHOMY II0JIb30BATENI0 HEOOXOIHMMO YCTAHOBUTH €I

JIMYHOCTh B COOTBETCTBHE C UACHTU(PUKAIIMOHHBIMHU JIOKYMEHTAMH.

- [Tonp3oBaTens (IOJIy4YaTesasb) JOJDKEH MPeJIOCTaBUTh JTEUCTBYIOIIUMA TIOKYMEHT,
Yy AOCTOBEPSIOLINUH €0 JINYHOCTb.

- MomMeHT nepenady KapThl JOJDKEH OBITh YIOCTOBEPEH ITOJANHUCHIO IT0JIB30BATENIA

(momyd4ares).

5.1.10.AyteHTucbmnkaumsa kogos (PIN) — ocywecTBnsietrca opraHom
Nno nepcoHanu3auum KapT

[TonoKeHusT HACTOALIEr0o IIYHKTa pacOpOCTPaHSIOTCS TOJIBKO Ha KapThl
CEpPBUCHBIX IIEHTPOB (MacCTEPCKUX). _

[r71] Kaprtel MacTepckux noJKHBI uMeTb PIN-kox, uCmoyib3yembld s
ayTeHTU(HUKALMU KapThl U TexHudeckoro obopyznosanus (IIpunoxenue — mobasneHue
1B x ECTP, noapasnen 10: kapTel Taxorpaga: 4.2.2).

[r72] PIN —kox momkeH colaepxaTh kak MUHMUMYM 4 muopsl (IIpunoxenue —
no6asnenue 1B x ECTP, noapasaen 10: kouTposibHOE ycTpoiicTBo: 4.1.2).

5.1.10.1.I'enepayuna PIN coooe

[r73] PIN — xoj J0/DKE€H MeHepHpOBaThCs B 3AlMIIEHHOW Cpele, BBOAUTHCS B
KapTy MacTepCKOM IpH COOJIOAEHHHH YCTaHOBJIEHHBIX TpeOoBaHMN 0e€30MacHOCTH.
Haneuarauusiii Ha 6ymakHoM HocuTene PIN — kox momkeH OBITE ITOMEIEH B KOHBEPT.
PIN — KOJl MOET XpaHUTELCS B KOMITBIOTEPE IIPH YCIOBHH COOIIOAEHUST HEOOXOIUMBIX
MEp TI0 IpPEeIOTBpAIlEeHHIO BO3MOXHOIro ynpasieHus JaHHeIM  PIN-komom
HeCaHKI[MOHHpOoBaHHOTO mnosb3oBaTensd. Cucrema renepamuu PIN-xomos poipkha
orsedath TpeboBaHuaM ITSEC (Information Technology Security Evaluation Criteria —

KpATEPHH WH(GOPMAIMOHHON TEXHOJIOTHYeCKOH Oe3onacHocTH) ypoBeHs E3, CC EALA4
(0bwme Kputepun 6e3onacHoOCTU ypoBeHb 4) HIIH aHAJOTHYHBIM KPHUTCPHUAM O0e30macHO-

ctu (IIpunoxenne — no6asnenue 1B x ECTP, noapasaens: 10, 11).

5.1.10.2. Pacnpeoeneenue PIN - koooe

[r74] PIN —xox MoXXeT nepenaBaThCs 10 0OBIYHOM ITOYTE.

[r75] PIN — koa He [HOJDKHBI pacHOpoCTpaHATBCS  COBMECTHO  C
COOTBETCTBYIOLIMMH KapTaMHU.
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5.1.11. [JeaktTuBauusi M YHMUUYTOXEHUEe KapT - OcCYyLlecTBNAeTCH
OpraHom no BbINYCKY KapT u opraHoMm no nepcoHanu3auuu KapT

[r76] Heob6xomnumo obecriedyuTh BO3MOXXHOCTH J€aKTUBALlMM U KapT U KIIHOYEH,
pacrpocTpaHseMbIX K Heil. PemieHue o JeakTHBAllUM U YHUUYTOXXEHHH KapT IOJDKHO
MPUHUMATECS OPraHOM II0 BBINYCKY KapT, Npoleaypa AeakTHBAIMH JOJKHA IPOBO-
JTUTHCSI OPTaHOM I10 TIEPCOHAIU3ALHH.

[r¥77] JleakTHBaLus KapT JOJDKHA MPOBOAUTHECA C HCIIOJIB30BAHHEM COOTBETCT-

Byrolero ooopyaoanus. Ilocne 3Toro HeoOXoquMo yOenUThCs, YTO KIIFOYH M KapTa
GYHKIUOHAILHO [eaKTURUpOBaHEL. KpoMe Toro, kapra A0KHA OBITE YHUYTOXEHA (U~

3UYECKH.
KapTel YHUUYTOXKAIOTCS B ILIpelAepe, CEPTUPUIUPOBAHHOM [JISI YHHUUYTOXKEHHS

OAHKOBCKHX U HJEHTH(QHUKAIIMOHHBIX KapT.
[r78] /leakTHBHpOBaHHBIE KAPThl JOJDKHBI OBITH 3aperucCTpUPOBaHbl B Oasze JaH-

HbIX U UX HOMCPA 3dHCCCHDbI B (('-IeprIﬁ CIIMCORKM».

5.2. KOHTponbHOE YyCTPOUCTBO (Taxorpad) un gaTymk ABUXKEHUS

B Hacrosiee BpeMs B Poccunckon denepaliuu He IpUMEHsIETCH.

6. YnpaBneHne oowmmmn (KOpHEBLIMU) U TPAHCMOPTHbLIMU KIOYaMM:

oOweeBpoONenUCKNUEe  KINMO4YMU, KNHOYM  OOoroBapuBarOWMXCA  CTOPOH
(HauuoOHanNbHbIe KIHOYU), KIMKYU [OaTYUMKOB [AOABUXKEHUA, TPaHCNOPTHbIE

KIoYu (KN4Yu onsa nepeHoca).

ITOT pa3/esl OMUCHIBACT IMPOLIEAYPHI YIIPABICHUS:
- 00IIEeBPONIEHCKUMH  KJIIIOYaMU — OTKpBITasg 4YacTh Kio4ya [71aBHOTrO

EBpomnerickoro ceprudukauuoHHoro uenrpa (ERCA);
- HaUMOHAJIbHBIMH KirouaMu Poccuiickod denepanuyd, a UMEHHO MNOAMNHUCAHHOH

napel Kirouerd Poccurickon deneparin;

- KJIIOYaMH JAaTYUKOB JIBHKCHHUA,

- TPAaHCIIOPTHBIMU KJI0YaMH (KJIFOYaMHU 1A [IEPEHO0Cca).

OrkpbiTass yacte KkKaw4yed ERCA (oTKpbITBIM  (IIyOJIWYHBINA)  KIIHOY)
MCIIONB3YETCS IJIS TIOAINMCAaHUSA (MOATBEPXKACHUS, CEpPTH(PUKALMHN) HAIMOHAJIBHBIX

Kiroden noroBapuBaroiiuxcs ctopod ECTP, B T. 4. Poccuiickon @enepanuu. 3aKkpreiTas
qacTh KJIrouer Hukorna He nmoxkunaet ERCA.

HanuonaasHuble KjI0O4YH Poccnnickon Pegepanuu — 3TO IMOAIMMCAHHBIE KIHOYH
Poccuiickoit ®enepanuu, KOTOpble MOTYT OBITh Ha3BaHbI KOPHEBBIMU KJIFOYaMHU.

Koy JaTYHKOB JABHKEHHSI — 3TO CHUMMETPHYHBIC KIIIOYH, ITOMEIIAEMBbIE
(BBOJIUMEBIE) B KapThl MAaCTEPCKUX, TEXHUUECKOE O0OpyIOBaHUE U JATUUKHU JBUXKEHUS
IS B3aMMHOI'0 pacrno3HoBaHUs. CepTH(PUKAIIMOHHEIM opraH Poccuiickoil @enepanuu
MOJy4aeT KIIKOYH JAaTYUKOB ABHXKEHHUS OT EBpONEncKoro cepTu(pUKaIMOHHOIO OpraHa,
xf)aHm U PacIpoCTpaHsIeT UX CPENU TPOU3BOIUTEIIEH.
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TpancnopTHble KII04YH (KJIIOYH JJIs NEepeHoca) — 3T0O CHMMETPUYHBIE KITHOYH,
MCIIOJIb3YeMble IS Ha[AEKHOW Iepelayd KIIoYeH OabYHOKB [BMKCHUS  MEXAY
EsporneiickuM ceptudukannodHbiM HeHTpoM (ERCA) u CA.

B cinyyae eciu cepTU(@UKAUMOHHBIN oprad PP HyxaaeTcs B ApPYrux Kiodax, a
He B T€X KOTOpHIE IIEPEYMCIIEHBI BBIIIE, 3TO HE MOXET OBITh paCCMOTPEHO KaK 4acTb
CUCTEMBI TaXorpadoB U HE UMEET HAYEro OOILIEro ¢ HaCTOALIUM JOKYMEHTOM.

Oprad 1o cepTHGHUKAINH KII0Yel JODKeH rapaHTUPOBAaTh KOH(DHUIEHIIMATBHOCTD
M LEJOCTHOCTh OTKPBITOM M 3aKpbITOM YacTH BCEX KIIOYeH CreHepHpPOBAHHBIX,
HCIONB3YEMBIX M XpPAHUMBIX B CBOEW CHCTEME, a TaK XK€ MCKIIOYHUTL Clydan

HE3aKOHHOI'O UCIIOJIB30BAHUS PTUX KIIIOUEH.

6.1.0TKkpbITbIe (NyOnNuyHbIe) KNtoun ERCA

[r98] Opran mo cepTU(UKAUMH KIIOYEH JOJDKEH XPaHHTb OTKPLITYIO YacThb
kmoueir ERCA (EUR.PK) Takum oOpa3oMm, 4TOOBl OOECIEUUTh UX IIEJOCTHOCTh M

JIOCTYITHOCTH B JIIOOOM MOMEHT BPEMEHH.
[r99] Opran 1o nepcoHaJIM3alUH HOJDKEH TrapaHTHUPOBaTh, YTO OTKpPBITAS
(my6nuynas) yacTs kioya ERCA (EUR.PK) BBOIMTECS BO BCE KapThI.

6.2.Kno4yun goroBapuBaroWMUXCA CTOPOH

Kimroun P® — 3170 moamnucaHHas Iapa KIKYEH, CreHEPUPOBAHHBIX OpPraHOM IIO

cepruduxanuu PO, ucnosnb3zyeMas s cepTUPUKALMH KII0Ye 000py10BaHuS.
HaGop (mapa) kimro4yed COCTOMT M3 OTKpbhIToM 4actd (MS.PK) U 3akpeiToH

(MS.SK) 4yacTu KIro4en.

OTtkpheITas 4acTh Kimoder ceprupuuupyercs ERCA, HO Bcera reHepupyeTcs op-
raHOM I10 CEPTU(PUKALIMH CAMOCTOSTEIBHO.

[r100] 3axpelTas yacte kmodeidl Poccumiicko @enepaudd MOXET OBITH
MCIIOJIb30BaHa TOJIBKO JUIS MOAIIMCAHHUS CepTU(HMKATOB KapT Taxorpadga W s
dopmuposanus 3anpoca B ERCA Ha nognucanue ceprugukarom kimoga (KCR).

6.2.1. leHepauua HauMoHanNbHbIX KNno4yen PP

[r101] I'enepauusi HaOopa kia4Yed P® B COOTBETCTBHH ¢ TPeOOBAHHSAAMH
ECTP pnonxHa ObITH OCYIECTBJIEHA ¢ HCIOJIBL30BAHHEM 000pPYyAOBaHHUA, KOTOpOE
npeacTaBIsieT CO00M HAJEKHYI0 CHCTEMY, COOTBETCTBYIOIYI0O TPEOOBaAHHUAM 0e30-
nacHocTH yctaHoBjieHHBIM B FIPS 140-2 ypoBeHb 3 HJIH BbIIIE.

[r102] YcTpoHicTBO [J1 reHepaliy KI04Yer J0KHO OBITE aBTOHOMHEBIM.

[r103] ®akThyeCKH HCIIOJIb3YeMOE€ YCTPOMCTBO UM TpeOOBaHHUS, KOTOPEIM

OTBEYaeT ATO YCTPOMCTBO MpONMHCaHbl B PYKOBOACTBE II0 IPAaKTHKE oOpraHa IO
CEPTU(DUKALIUH.
[r104] I"'enepaius Habopa KiIrO4Yeil opralHoM 110 cepTuukanuu kiaouer PM tpe-

OyeT HaJIM4YUsl KaKk MUHUMYM TpeX pasHbIX IpeactaBuTened. Kak MUHUMYM OJWUH H3
HUX BBITIOJIHSET POJIb aJJMUHUCTPATOPA OpraHa o CepTUQUKAIUUA UK aIMUHUCTpATOpa

MuHTpaHc Poccim, (495) 626-10-88 Page 26 (595)

dBY «PocagToTpaHe»,(495) 406-85-83, E-mail-fburat@mail ru;
HUUAT (495) 496-91-23, E-mail:PAP_NIIAT@Dbk.ru



®bY "PocaBToOTPAHC”

Cucrtema umncposbix Taxorpacgos. OCHOBHbLIE NOMNOXEHUA NO YyNpaBneHno CUCTEMOM.
Bepcusn 2.0

opraHaM 1o NepcOHaIM3alliM), IPYrUe MPEACTAaBUTEIHA BBIIOJIHAIOT POJIb JOBEPEHHBIX
a1l (CM. pazaen 9.3 HacTOAIIEero JOKYMEHTA).

[r105] I'eHepanus KiIrO4Yer OOJDKHA OCYIIECTBIISATECS C HMCIIOJIB30BaHHUEM allro-
putMa RSA ¢ mnunoit Mmonyns kmoua n=1024 6ut (IIpunoxenue — /lobasinenue 1B K
ECTP, nogpaznen 11, mognyHkter 2.1, 3.2).

[r106] Opran no ceprudukauuy KIr04Yeld JOJDKEH BIadeTh KaK MUHUMYM JIBYMS
(2) mapaM# KJIFOYeH ¢ JeHCTBYIOIIMMH COBMECTHO MOANUCAHHBIMH CEPTU(PUKATAMH C

[[eJIbI0 TapaHTUM HENPEPhIBHOCTH IIPOLECCa U KaK MAKCUMYM TISTHIO (5) mapaMu KITio-
yeii PO ¢ 1eACTBYIOIMMH COBMECTHO MOANMCAaHHBIMU CEPTUPUKATAMU ¢ LEIBIO rapaH-
THH HENPEPLIBHOCTH IpoIecca, MOCKOoIbKYy EBponeidckui cepTU(PUKALUOHHBIN LEHTP
He MOXXET 00€eCIeUuTh OBICTPYIO 3aMEHY CEPTU(PUKATOB.

6.2.2. CpOK oeucTBUA Krnryeun goroeapmBalonXxcsa CTOpPOH
[r107] Cpoxk neicTBHUs 3aKpBITOM YacTH Mapkl Kitodeit PO cocrasisier He Oolee

2 JIET ¢ MOMEHTA CepTH(MHUKALMK COOTBETCTBYIOLIEW OTKPHITOM 4acTH KiIrouer. Kirrouu
He MOTYT OBITH MCIIOJB30BaH MOCJIe OKOHYAHUS CPOKA UX NEUCTBUS HU [0 KAKOW IIPH-

YUHE.
[r108] OtkpeiTas 4acTh KIIOYEH HE UMEET CpOKa AEHCTBHS.

6.2.3. XpaHeHUe Knyen aorosapmsBaloLLiecs CTOPOHOMN

[r109] 3axkpeiTas 4YacTh KIHOYEH [OOJDKHA COHEPXKATbCd U YIPaBIATHCA
CTieIMaIbHBIM YCTPOMCTBOM, B pabOTy KOTOPOro He MOKET OBITh OCYIIECTBIIEHO HU
KaKOTr0 BMeIlIaTeIbCTBa, OTBEYAIONIUM TpeOOBaHUSIM 0€30MacHOCTH YCTAHOBJIEHHBIM B
FIPS 140-2 yposeHs 3.

[r110] [Ina mocryma K KiIrodyaM opraHa II0 CepTH(QHKALMH KIIOYeH, TpeOyeTcs
JIBOMHOM KOHTPOJIb. JTO O3HA4aeT, YTO HHUKTO B OJUHOYKY HE MOXKET HMCIOJIb30BAaTh
cpencTBa (METOIBI, MEXaHU3MBI), HEOOXOAUMBIE IJIsI MOJYYeHUsT JOCTyIla K 000J04Ke
(MecTy, dainy W T.O.) TIOe XpaHUTHCSA 3aKpbITasd 4acTh Kiao4der. OaHako, 3TO HE
O3HayaeT, 4YTO CepTH(hHUKATBl KIHOUYed o000opyaoBaHUE HOOJDKHBI BBIJABATECA C
MCII0JIb30BAaHUEM IIPUHIUAIIOB JIBOMHOIO KOHTPOJIS.

6.2.4. [lyonukar 3akpbITOU YacTtu Knoyeun PP

[r111] IloammcaHHass dYacTh 3aKpbIThIX KiIodedn P® MoxeTr OBIThH
poy0JIMpOBaHa MPOLEAYpPOil BOCCTAHOBIIEHHS KIIFOUEH, TpeOyrollen o KpaiHel mepe
NBOMHOIo KOHTpoJis. HKchnosb3yemass 1pouenypa HOJDKHA OBITh IIpOIIMCaHa B
PYKOBOJACTBE MO mnpakTuke. OnaHakKo, eciu Ha0Op KIYEH HCIOJb3YETCS B

cooTBeTCTBUU C [r106], HE0OOXOAUMOCTH U3rOTOBJICHUS NYOJIMKAaTa OTCYTCTBYET.

6.2.5. «YcnoBHOe AenOHUpOBaHUE» 3aKpPbITOU YacTu Knryeun PP
[r112] 3akpeiTagd 4YacTh NOANHMCAHHBIX Kiaoued PP He MoxeT OBITH
NEeINOHUPOBaHa — NepeJlaHa Ha XpaHEHUE TPETHEMY JIUILY.
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6.2.6. Yrpo3sa (onacHoCTb) ANnA 3aKpPbITOU YacTU KNo4Yeu

[r113] Bo wu30exaHMe BO3MOXXHOCTH IIOJYYEHHUS OIJIACKHM 3aKPBITOM YacTH
KJIFOUEH, a TaK jXe BO H30eXaHWe BO3MOXXHOM yrpo3bl, HEOOXOAUMO pa3padoTars
MOAPOOHYIO HMHCTPYKLHMIO, MPOIMKMCAHHYID B PYKOBOACTBE II0 IPAaKTUKE OpraHa IIo
cepTH(dUKAUK KIrodeid. B 3ToM JoKyMeHTe HeoOXoquMo pa3padoTaTk MepEI, KOTOpEIE
HEOOXOAUMO IIPEeAINPUHSATEL II0JI30BATENI0 MM IIEPCOHANy, OTBETCTBEHHOMY 3a
0e30I1aCHOCThb B ClIyyae BO3HUKHOBEHHUS BO3MOXKHBIX YI'pO3.

[r114] B ciy4ae yrpo3sl (OIMaCHOCTH) JJIs 3aKpbITOM YacTH KIIKO4Y€H, OpraH IIo
cepTUhUKALIMA KIOYeH KaK MHHHMYM IO/DKEH IPOHMHQOPMHPOBAaTh KOMIICTHBIH
opran P® mo ECTP, EBporneickuil CepTU(PUKAILMOHHBIA OpraH W HalWOHAJBHBIE
OpraHbl 110 cepTU(UKAIIUY KITFOUel Apyrux gorosapusarommxcs cropod ECTP.

6.2.7. OKOHYaHUe cpoKa NOeUCTBUSA KIYeu paoroBapuBarolleUcs
CTOPOHDI

[r115] Opran mo cepTH(HUKAIMH KIKOYEH OOJDKEeH pa3padorarh clenualbHbIN
MOpsJIoK,  oOecrieynBalOIMii  HajlMyde  OEeHCTBYIOLIUX, CEPTUPUIUPOBAHHBIX

[MOAIUCAHHBIX Iap KJIFOYEH.
[r116] Ilocie Toro, Kkak CpoK AEWUCTBHUS IOAIMHUCAHHBIX HAIIMOHAIBHBEIX KIIIOUEH

P® 3akoHYMJICS, OTKpbITAs 4YacTh KJIKOYEH JI0JDKHA OBITh apXWBHUpPOBAHA, a 3aKphbITas
4acTh KJIKOYEH TOIKHA OBITh:

- YHUYTO)K€HA TaKMM 00pa3oM, 4TOObl OHA HE MOrJia ObITh BOCCTAHOBIIEHA; WU

- COXpaHeHa TakuM o0pa3oM, 4YTOoOBl OHa OblT1a HAAEeXKHO 3allHIIEHAa OT
BO3MOXHOCTH JAJIbHEUIIIETO UCIIOJIb30BaHUS.

6.3. Knouu gatymMKkoB OABUXEHUSA

[r117] Opran no cepTuduUKalUu KIIOYEH [HJOJDKEH CcIelaTh 3alpoc B
EBponeickuii cepTUuPUKAIUOHHBINA LIEHTP HA MOJIy4YE€HUE KIII0YeH NaTYUKOB JIBUIKEHUS

Kmy. (Ilpunoxenue /lobaBnenue 1B, moapaszaen 11:3.1.3). Opran no ceptud@uKanuu
KJI04Ye He oOpaljaercs 3a [OJy4YeHHWEeM OCHOBHOIO (IVIaBHOIO) KJIKOYa [JaT4yHKa

nBukeHuss Km wim kimroga gatyuka ABxeHus 11 ooopyaoBanus KmVU.
[r120] Opran no cepTudHUKALUKN JOJKEH HAIIPaBUTh KJIOY MAacTepCKor Kmyc B
Opras 1o rnepcoHaJInu3allly AJIs1 BBEACHHUE B KapThl MaCTCPCKOM.

[r121] Opran no IepCoOHaAJIW3AlMHA JOJDKEH B3ATh Ha c€0A GQYHKLUHIO II0
00eCIIeYEeHHIO TOr'0, YTOOBI KJIFOYM NATYHUKOB ABHMXKEHHUS IJIA MacTepCcKux Kmwyc ObLIH
BBeJIecHBI BO Bce KapThl Mactepckux (IIpunoxenue JloGaBnenwe 1B, mnoppasgen

11:3.1.3).

[r122] Opran no cepTU@UKAUMM U OpraH I0 MNEePCOHAIM3ALUM JOJDKHBI, B
MPOLIECCE XPAHEHUS, UCIOJIb30BAaHUS U paclpeliesieHus, 00eCIIeYUTh 3allUTy KIIH4Yer
NIATYUKOB JBMOKEHHMA IJA MacTepckod Kmy, ¢ BBICOKOM rapaHTHeW (QU3WYECKOW H
JIOTHYECKON Oe30macHOCTh. Kmy, TOJDKEH CONEPXKAThCA M YIPABIATHCS CHEUATBHBIM
YCTPOHMCTBOM, B pabOTy KOTOPOIr0 HE MOXET ObITh OCYLIECTBJIEHO HU KaKoro BMella-
TeNbCTBA, oTBevaroniero tpebosanusam FIPS 140-2 ypoBeHb 3 Uiu BhIIIIE.
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6.4. TpaHCNOPTHbIE KNHOYU (KNO4YKN AnNA nepeHoca)

[r123] Jlns G6esonacHoil nepenadyd Kmy,, oprad no cepruduxanuy Kiroden PO

W/WiK oprad IO TepPCOHANW3AIMH JOJDKEH CreHepHpOBaTh aCCHMETpHUYecKyro (RSA)
nmapy kmoueid. Oprad 1o cepTH@ukanuy Kimoyed PO wim oprad 1o nepCoHaau3alnu

JIOJDKEH B IIPOLIECCE XPAHEHUSs, UCIIOJIB30BAHUS U paclipe/iesieH|si 00eCceYnTh 3aluTy
KITI0Yell ¢ BBICOKOHM TIapaHTHel (GU3MYecKOW M JIOrMYecKoil 0e30macHOCTH. Kiouu

OJDKHBI COJIEPKAThCSI M YIPAaBIATBCS B HAIESKHOW CHCTEME, COOTBETCTBYIOIICH
TpeboBanusaM ycraHoBieHHbBIM B FIPS 140-2 ypoBeHs 3 win BbILIe.

6.5. 3anpoc Ha cepTHPHUKALUHIO KJII0YA H 3aNPOC HA NMOJYYeHHE KJII0a OaT-
YUKA ABHKEHHS

Bce TpaHCIIOPTHBIE KIKOYH MPUMEHICMbIE OPIaHOM 10 CEPTH(QUKAIHH OTBCYAIOT
Tpe0I0BaHUSA B YaCTH TEXHUYECKHX CPEACTB, CPEAbI M IPOTOKOJOB, YCTaHOBICHHBIX
nonutukoii ERCA. KoMneTeHTHBIN OpraH OOJDKEH HAa3HAYWTh OTBETCTBEHHOE JIALO C

nenpto obecrieueHus GyHKIIHOHUPOBAHUS cpelibl (MEXaHU3MOB), IIPH IIOMOIIH KOTOPOH
poucxoauT obmeHue opraxa no ceprupuxanuu CA u ERCA.

[r123.1] Oprau 1o ceprudukanuu kimodenn PO npesocTaBiseT OTKPBITYIO YacCTh
kimroueii (CA.PK) Ha ceprudukamuio B ERCA, HCIoONb3yss MpOTOKOJ 3ampoca Ha
ceprudukarmo kmoua (KCR) onucannelii B IIpunoxenun A «CucreMa HUQPOBBIX
taxorpadoB. OCHOBHA MOJUTHKA EBPOINENCKOro COr3a.»

[r123.2] CA nopken npusHaTh oTKpbITEIH K04 (EUR.PK) B dQopmare pacmpe-
nenenus, omucadaoM B lIpunoxkenue B x mokymenty «CucremMa HHQPOBEIX TaXorpa-

dhoB. OcHOBHaA NMOJUTHKA EBPONEHCKOro COI03a».

[r123.3] CA nenaer 3anpoc Ha KmWC B ERCA, ncrnoip3yst npoToKoJ1 3anpoca
kiroua (KDR), onucannbiii B Ilpmioxenun D k nokymenTy «Cucrema IU(QPOBBIX Ta-
xorpadoB. OCHOBHas MOJIUTHKA EBpOIIEHCKOI0 COIO3a.

[r123.4] CA ucrnosnb3yer GU3AYECKYIO Cpedy I MepeHoca Kirda U CepTUHU-
kara, ondcaddele B [Ipunoxennn C k nokyMeHTy «CucTteMa HUQPPOBLIX Taxorpagos.

(OcHoBHas noymtuka EBpornenckoro corsay.

[w172 K] CA nanweay rMapauTUNORATE  UTO WIARHTUMUKATON KMTKOUA U MONEeITu
kimoueit, nepenaBaemele B ERCA Ha ceprudukanmio M IOJyYEeHHE KIOYa JaTYMKA

NIBIOKEHKS ABJSIOTCS YHUKAIbHBIMUA BHYTPH CHCTEMBL.

7. Knoun obopyaoBaHus (aCCUMETpPUYHbIe)

Kiroun oO0OpyIoOBaHUS — 3TO AaCCUMETPUYHBIE KIIIOYM, TeHEPUPOBAHHBIE B
IPOLIECCE BBINMYCKa/IIPOU3BOJACTBA 000pyAOBaHUSA (KapThl, IHUPOBBIC KOHTPOJIBHBIE
ycTpoicTBa) H  CepTH(HITMPOBAHHBIE OpPraHoM II0  CEePTU(QPHUKAIMKA  KIIOUYEH
JIOrOBapHBAIOIIENCsS CTOPOHEBI B CUCTEME LIMPOBBIX TaXOIr'pagoB.

Vipagsiienue KIIovyaMH JAaTYUKOB JIBHXKSHUSI IPUBOJIUTCS B paszjene 6.3.
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7.1.0CHOBHbIE acnekTbl AeATeNbLHOCTU OpraHa no nepcoHanusayuu
U opraHa no ceptudmkKauuu Krnovyeu aoroBsapuBaloleMCA CTOPOHbI,
BKNOYas npou3sBoauTenen obopyaosaHusa

[r124] Uannmanusainus o0opyaoBaHus (KapThl U TEXHUYECKOE 000pydOBaHUE),
3arpy3ka KJIoYed W NepCOHaIW3alus IOJDKHBI OCYIIECTBIATHCA B YNPaBIISIEeMOH H

oesomacHOil 30He. JlocTym B JaHHYIO 30HY JOJDKEH OBITh CTPOro OrpaHHYEH,
yIIpaBJIeHHe 0€30ITaCHOCTHIO 30HBI JO/DKHO OCYILIECTBIATHCS 3a €€ MpeleiaMu, JOCTYTI
B 30HY TpeOyeT Kak MHHMMYM 2 JIMIA C LEJbi0 obecrieyeHuss Oe3omacHocTH. B

[IpoLiecce PerucTPaldi JOJDKHA OBITE COXpaHEeHa BO3MOXXHOCTH JOCTyNa B 30HY WU

yIIpaBJI€HHUsI 0€30aCHOCTBIO B CUCTEME.
[r125] HMudopmauus B cucrteMe, CBI3aHHas C I'€HEpaALlMEH KIIIOYEH HE MOXKET

ObITh OCTaBJIEHA B HEM B TOM BHJE, B KOTOPOM 3Ta MH(POpPMALIUA MOXXET HAHECTH BpE]
peau3aluy II0JIOKEHUHU HACTOSILIEro JOKyMEHTA.

[r126] IlpumeHHMTEIBLHO K KapTaMm Taxorpaga: uH(QoOpMalus B CHCTEME,
CBsA3aHHAs C MePCOHAIM3ALMEN KapT, HE MOXXET ObITh OCTaBJIEHA B HEH B TOM BHJE, B
KOTOPOM 3Ta HH(pOpMaLHs MOXXET HAaHECTH BpeJ pealHu3aliH I10JI0KEHUH HACTOSIIETO
JTOKYMEHTA.

[r127] B HacTosIee BpeMsa He UCIoyb3yeTcs B Poccuiickon Denepanum.

[r128] Orpanmnzaupu (HCHOJHHTEIH II0 CYOKOHTpakTaM), OCYILECTBIIAIOLIUE
reHepalyio KJIIYel U MepcoHalnu3aliio KapT 0T julia 0ojiee YeM OJHOT0 rocyapcTBa
— yyactHuka ECTP nomkHbl peann3oBbIBaTh CBOH IIOJIHOMOYHSA OTHAEIBHO IPYT OT
npyra. [lpu 5TOM, HOMKHA BECTHUCH PEruCTpalds KaXKIOro OTAEIBHOIO Ipolecca H
COOTBETCTBYIOIIIMM OpraH MOOJDKEH HWMEeThb MOOCTyln K JaHHBIM IIpolleccaM IIpH

HEOOXOIUMOCTH.
[r129] B HacTos11ee BpeMs HE UCIIOJIb3yeTCsA B Poccunickon denepanum.

[r130] Opran no cepTu(UKalLuy KIHO4YCH U Oprad 110 IE€PCOHAIN3ALHUH JOJDKHEI

oOecrneuynTh BeJeHHe PEerucTpallid NPOLECCOB IEPCOHAIM3ALNNA KapT U CEPTHPHUKALIHNA
KJIFOYeM, TakuM oOpa3oM, YTO Obl OblI 0OecnedyeH €OUHBIIM B3auMOYBS3aHHBIM Y4YeT

3aKa30B, CIIMCKa COOTBETCTBYIOIIUX HOMEpPOB OOOpPYJOBaHUS U CEPTH(PHUKATOB.
KomnerentHeiit opran PO mo ECTP nomkeH UMeTs OOCTYIl K 3THUM IIpoleccaMm IpH
HE0OXOIMMOCTH.

7.2.Knroumn obopyaoBaHunA

7.2.1. leHepauusa Knw4yen odbopynoBaHuUNA

[r131] Kiroun MoryTt OBITH M€HEpUpPOBaHBbI JTUOO OPraHOM IO IEPCOHATU3ALIMH,
nmrbo opraHoM mo ceptudukanum kmodei. (IIpunoxenue — Jlob6asnenue 1B k ECTP,
Paznmen 11: 3.1.1).

[r132] Opranuszanys, BEINOJTHSIONIAS FreHePaLMIO KI0UYel J0/KHA OBITh YBEpEHa,
4yTO KJIIOYHM K 000pyIOBAaHUIO T€HEPUPOBAHBI HAJIEKAILIMM CIIOCOOOM M 4YTO 3aKpbiTas
yacTh KJIr0oUYel K 000pyI0BaHHIO HAZIEXKHO 3alllMIleHa (XpaHUTHLCS B HAJIEX)KHOM MECTE).

[r133] I'enepamus Kiarouyed OOJKHA OCYILIECTBISTHLCS IIPU IIOMOIIM 000pYya0Ba-
HHUsI, KOTOpOe OTBeuyaeT TpeboBaHUAM, Oe30macHOCTH ycraHoBIeHHBIM B FIPS 140-2
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ypOBEHb 3: reHepauuro kirodeu ocyuiectBisieT HSM ProtectServer Gold, umeromui

ceprudukartsl FIPS 140-2 ypoBeHns 3.
[r134] Knroun noykHBI OBITE TeHEPHUPOBAHBI C HCIOJb30BaHUEM ajroputMa RSA

¢ anuHou moayid kiaroda n=1024 outsl (IIpunoxenue — [lo6asnenue 1B k ECTP, Pas-
nean 11:2.1,3.2).

[r135] llpouenypsl renepaniu 1 XpaHEHUA 3aKPBITOU YaCTH KJIIFOYEHN HE OJDKHBI
JIOMYCKaTh TOr'0, YTOOBI 3TH IPOLIEAYPHl BEIXOAUIN 3a Mpeaesbl CUCTEMEI, CO3/aBIle
nx. bosiee Toro, Bcsa mHGMOpMaLUus AOJKHA OBITH yJajieHa M3 CHCTEMBl HEMEJIEHHO
[10CJI€ BBEACHHA KIIOYCH B YCTPOHCTBO,

[r136] OTBETCTBEHHOCTHIO OpraHU3alldd II0 TIEHEpalldd KIIIo4Yel SBJISETCH
peajln3anysi COOTBETCTBYIOIUX  MEPONPHATHN, HaANpaBJICHHBIX Ha  CO3JaHHE

YHUKAQJIBHOM YaCTHU OTKPBITHIX KIIOUEH O TOTO MOMEHTa II0OKa He OyIeT BBIJAHO
ceprudukara. (Ilo cBoert mpuposie cucreMa reHepaluy KJIroYerd SBJISEeTCS CIy4YalHOM,

1 II03TOMY BEpPOSITHOCTh M'€HEpallMi HEe YHUKAJIBHBIX KI0Uel He3HAUYUTEIbHA).

7.2.1. 1.1 enepayua nakemuoix knoyeu
[r137] I'enepanuysa KiroUYer MOXKET OBITH OCYIIECTBJICHA «IIAKETHBIM CIIOCOOOM)

3apaHee, 10 MOMEHTa II0Jla4yd 3alpoca Ha [IOJy4Y€HHE CcepTU(HUKaTta, HWIH
HEIIOCPEACTBEHHO IIPH IoJaya 3arpoca Ha Bblavy KIIKOYECH.

[r138] [IlakerHas o00OpaOoTka [OaHHBIX JIOJDKHA OBITH  BBINIOJHEHA C
HCIOJIb30BAHUEM aBTOHOMHOI'O OOOpYyZOBaHHUS, OTBEYAIOIIETO BbIIIEU3I0KECHHBIM
TpeOoBaHUAM 0€30ImacHOCTH. LlenoCcTHOCTh KiIrodYeHr AoJKHA OBITh 3aldIleHa 0 TeX
op, MOKa JIEUCTBYET CEPTUDUKAT.

7.2.2.JleruTUMHOCTb Knroyen obopyaosaHus

7.2.2.1. Knrouu na kapmax
[r139] Cpox uCIIOJIb30BaHKsA 3aKpbITOM 4YacTH KIKOYEH KapT COBMECTHO C
cepTU(PUKAaTaMy, BbIIAHHBIMU B COOTBETCTBUU C HACTOSILMM JIOKYMEHTOM HE JOJDKEH

[IPeBbIIIATE CPOKA JEHUCTBUS CEPTU(PUKATOB.

7.2.3. PerncrpaumoHHoe obopyanosaHue (taxorpadbi)
[r140] B Hacrtosmee Bpems He ucnois3yercs B Poccuiickoit @enepanum.

7.2.4.XpaHeHMe U 3alUTa 3aKpPbITOU YacTU KN4Yen obopyaoBaHus -
KapTbl

[r141] Opras no nepcoHanu3anmny J0KEH rapaHTHPOBATh, YTO 3aKpPHITask 4YacTh
KJIFOYEW KapThl, BbIJAHHOM I10JIb30BATEIIO 3aAIUAIIEHA B COOTBETCTBUM C IPOLEAYPaMHU,
YKA3dHHBIMH B HACTOAIIEM JOKYMECHTCE.

[r142] JIyOnukaTsl (KOTTUM) 3aKPHITON YaCTU KIIFOYEH HE MOT'YT XPAHUTHLCS HUTTE
KpoMe KapTel Taxorpada, 0 TexX Iop, MOoKa He NMOTpeOyeTCs MPOBEIEHUS IeHEpaluu
KITFOYEH U IEPCOHAIM3AIMU YCTPOUCTBA.
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[r143] Hu npu Kakux 0OCTOATENbCTBAX 3aKpbiTas 4acTh KIFOYEH KapThl He
MOET OBITHL BBIBEJ€HA U3 KapThl HJIA XPAaHUTLCS BHE €€.

7.2.5. XpaHeHuWe U 3awmTa 3aKpbITON YacTu Knroven obopyaosaHus —
perucTtpupyrouee obopyaosaHue

B Hacrosiee BpeMs He UCIojb3yeTcs B Poccuiickoit denepanum.

7.2.6.YcnoBHOe [OenOHUPOBaAHUE U apPXUBALUSA  3aKPbITOU YaCTU
Krnroyen odbopyaoBaHuA

[r147] 3akpeiTasg 4acTh KIOo4Yeil 00OpyZOBaHUS HE MOXET ObITh HU «YCIIOBHO
NIETMIOHMPOBaHa», HU apXUBUPOBAHaA.

7.2.7.ApxuBauus 3aKpbITOW YacTu Krnioyeun obopynoBaHus

[r148] Bce cepruduKaThl OTKpPBITOH YacTH KIIOYEH JO/DKHBI  OBITH
aApXHUBUPOBAHBLI OPTaHOM I10 CEepTU(PHUKALIMH KITFOYEH.

7.2.8.0KOHYaHUe CPOK AeNCTBUA Kntoyen odbopyaoBaHuUs

[r149] ITlo okOHYaHMU CpOKa AECUCTBUS KapT, OTKPBITAss YacTh KJIIOYCH HNOJKHA
OBITH 3aapXHBHPOBAHA, a 3aKPhITAasl YaCTh KIIIOUEH J0JKHA OBITE:
- YHHYTOXKE€HA TaKUM 00pa3oM, 4ToObl 3aKpbITas 4acTh KKO4Yed HE MOrja ObITh

BOCCTAHOBJICHA.

8.YnpaBneHue ceptudmukaramum Knoyen ooopyaoBaHus

JTOT pa3iell 3aTparuBaeT BOIPOCHI )KM3HEHHOTO IIUKJIAa MpOLeayphl CEpTHPHKA-
MM KJII0YEH, COCTOSIIEH U3 PErHCTPAallMOHHBIX JIEHCTBHM, BbIAAYU CEPTHU(UKATA, pac-
[peielIeHus, UCTIOTL30BAHMUS, BOCCTAHOBIICHUS, IIPOITIEHUS CPOKA NEWCTBUSA U OKOHYa-
HUS CPOKa JEUCTBUS KIIHOYEH.

8.1.BBOA AaHHbIX

8.1.1.KapTbl TaxorpadgoB

Jlep>xaTelli KapT He IIOJIAlOT 3asBlIeHHE HA MOJIydeHHEe CepTHU(PHUKATOB KIIFOYEH,

3T CepPTUGMUKATHI BBIJIAIOTCS HA OCHOBAHUU WH(MOPMALMU YKA3aHHOU B 3asBJIEHHE HA
mojaydeHue KapThl Taxorpada (cMm. myHKT 5.1.2.), a Tak jxe HH(OpPMAIUH O 3asBUTE]IH,

XpaHsiiehcs B 0a3e JaHHBIX OpraHa I10 BBIIYCKY KapT.
[r151] Opran no cepTUOUKALMUKA KIIOYEA M[OATBEPXKIAECT YHUKAJIBHOCTH
nneHTudukaropa kmoda KID u Moaylied Kiiroue KapT BHYTPU CBOETO JJOMEHA.

8.1.2. Peructpupyrowee odbopyaosaHue

B HacTosmiee BpeMs He ucnojib3yeTcs B Poccuiickoit denepaium.

8.2.CepTuuKkatbl Ansa KapT
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8.2.1.CepTuUchukatbl AN KapT BoauTenemn

[r154] Cepruduxatsl I KapT BOAHUTENEH BBIJAIOTCS TOJBKO 3asBUTEIAM,
POIIEAIINM 0100peHre Ha MOJydYeHHe KapThl BOIUTEIS.

8.2.2.CepTUcpUuKaThl ANA KapT MacTepPCKUX

[r13S] Ceprudukarel i KapT MacTepCKHX BBIJAIOTCA TOJIBKO 3asBUTENIAM,
IMPOLIEAIIMM OL00pEeHHe Ha II0JyYEHUE KapThl MaCTEPCKOM.

8.2.3.CepTudukKartbl AN KapT KOHTPONEeposB

[r156] Ceprtudukatel a1 KapT KOHTPOJEPOB BBIJIAIOTCS TOJILKO 3asBUTEISIM,
IPOIIEAIINM 0100pEeHre Ha NOJIydeHHe KapThl KOHTPOJIEPA.

8.2.4.CepTuUduKaThl ANA KapT npeanpusaTum

[r157] Ceprudukate!l Ay KapT OPeANPUITHN BBIIAIOTCS TOJBKO HPEANPUTINM,
YCIIEIIHO MPOLIEAIINAM 0400pEeHUe Ha MOJy4eHUEe KAPThI IIPEIIPHUSITHS.

8.3.CepTudpukaTtbl AnNA perucTtpupyrowero ooopyaosaHmsa (Mmoaynen
TPAHCMOPTHbLIX CpeacTB)

B nacrosiee Bpems He ucnonbsyercs B Pocculickoit @enepanum.

8.4.CpoK OeUCcTBUA CepTUPUKATOB KITKOYEHU KapT

[r160] Cpok nercTBHs cepTU(UKATOB KIIIOYEH KapT HE MOXKET IPEBHIIIATE CPOKA
NEUCTBUSA KapT (CM. pa3zen. 5):
- CPOK IEUCTBUS CEPTUMPUKATOB KIIFOUEH KapT BOJUTEJIEH HE MOXET OBITH 0OJIBIIIE

3 ner;
- CPOK JCHCTBHS CEPTH(PHUKATOB KIIIOYEH KapT MAaCTePCKHX HE MOXKET OBIThH

oousbie 1 rona;
- CPOK JACHCTBHA CEPTH(MUKATOB KJIHOYEH KapT KOHTPOJHUPYIOIIEro OpraHa He Mo-

KE€T OBITH O0JIbIIIE 2 JIET.
- CpOK JIEHMCTBUS KapT CEPTU(HUKATA KIIOYEeH MNpeaNnpHsATHSI— IIEPEBO3YMKA HE

MOJKET OBITH OOJIBIIIE 5 JIeT.

8.5.Bblaaya cepTuduKaToB KI04en Ha KapThl

[r161] Opran no ceprupukanuy KIro4el JODKeH rapaHTUPOBaTh, YTO BBIJaBae-
Mble UM CEPTHOHKATHI KIIOYeH LEeNOCTHBI M MOMIHHHEL ColepKaHHue CepTH(HKATOB
onpeneinsercd I lpunoxenuem — JlobaBnenunem 1B ECTP, Paznen 11.

[r161.1] B nponecce 3anpoca Ha cepruduxar CP no/mkeH rapaHTUpPOBaTh, 9TO OH
BJIaZIEET KaK 3aKPBITOH, TAK U OTKPHLITOM YacTSIMU 3Toro kiroda. [Ipu sToM 3akpbiTas
JacCTh KIKOYa HUKOIZIA HE JOJDKHA MOKUAATh 000pYAOBaHUS, Ile OH OBUI CreHEepHpO-
BaH.
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8.6.MpoaneHne n obHoBnNeHue cepTuMKaToB KI1HOYEU Ha KapThbl

CM. ympapieHue o6opyaoBaHueM. [I0CKOIBKY CPOK HEHCTBHS CEPTH(UKATOB M
KapT COBMAJaeT, OHU JOJKHBI padoTaTh COBMECTHO.

8.7. PacnpocTpaHeHue uHdpopMauMm o cepTuduUKaTax Krouew
obopyaoBaHus

[r162] Opran no cepTU(UKALMU KJIIOYEeH NOJDKEH IlepelaBaTh JaHHBIE O CEpTH-
dbukaTax KIro4yed B peecTp opraHa Mo BBIIYCKY KapT JJisg 00eCreYeHHs COrIaCOBaHHO-

CTH MeXy CepTU(PUKATAMU KITIOUEel, KapTaMU U I10JIb30BATEIISIMU.

[r163] Oprad no BBITYCKY KapT JOJKeH rapaHTHPOBaTh JOCTYIIHOCTH CEPTH(U-
KaTOB KJIFOUEH IS MOJIb30BaTelIel U BCeX 3aUHTEPECOBAaHHBIX CTOPOH.

[r164] Opran 1o BBIMYCKY KapT AOJDKEH rapaHTUPOBATh, UTO BCE CPOKU U YCIIO-
BHUS, a TaK ke Jpyrue TpeGoBaHUs JOKYMEHTa [0 peajlu3allui yIIpaBJIeHYECKHX JIEHCT-
BUI OpraHa 1o cepTU(HKAIMK KIIIoued U Apyras UHGOpMaLKs JOJDKHBI OBITh TOCTYII-
HBI JIJIS1 BCeX MOJIb30BaTEJIEN U 3aUHTEPECOBAHHBIX CTOPOH.

[r164.4] OpraH 110 BBIIYCKY KapT AOJDKEH CAENaTh AOCTYIIHON MH(MOPMALHIO CO-

00IIaTh O CTaTyce CepTU(MUKATOB.

8.8.cnonb3oBaHue cepTUUKATOB KITHOYEU Ha KapThbl

[r165] Ceprrdukarsl Kirouei, OMMCAaHHBIE B HACTOSIIEM JOKYMEHTE HMCIIOJIb3Y-
FOTCS TOJIBKO B cUCTEME (P POBBIX Taxorpados.

8.9.AHHYNnupoBaHue cepTuchuKaToB Knrovyen Ha obopyaoBaHue

[r166] CepTuduxarel KIHOYEH HE - MOIYT aHHYJIHpoOBaThCca. B cliyyae
aHHYJIUpPOBaHus ceprudukara, JaHHasi UH(OpPMaIUsa JOJKHA OBITH JOCTYITHOM.

9.YnpasneHue nHpopmaumoHHon 6e3onacHOCTbLO B HaLMOHalNIbHOM
opraHe no ceprudukaumm Kroyen u opraHe no nepcoHanusauum Kaprt

DTOT pa3ies MOCBAIIEH MepaM 10 00ecCleueHUI0 HH(YOPMAlMOHHOH 0€301IacHO-
CTH, IIPOMCTEKAIOIIHM H3 HACTOSIIEro JOKYMEHTA.

9.1. YnpaBrneHue MHpopMaLUOHHOU 0e30nacHoOCTLIO B
HauMOHaNlbHOM opraHe no cepTuduKkaumMm KnwYen WU oOpraHe no

nepcoHanmM3aumm KapT

[r167] Opran no cepTudHUKaLMX KIHOYEH U OpraH I10 IepCOHAIN3alil rapaHTH-
PYIOT, YTO peaju3yeMble aJMUHUCTPATUBHBIE U YIIPaBJIICHYECKHE IIPOLEAYPhl OTBEYA-
IOT TPeOOBAHMUAM MEXIYHAPOIHBIX U HALIMOHAJIBHBIX CTaHAAPTOB 110 0€30I1aCHOCTH.

[r168] Opran o cepTH@UKAIMX KJIOYEH U OpraH Mo nepcoHajan3ally HECYT OT-
BETCTBEHHOCTB 3a peau3alHMI0 BCeX aCIEKTOB IIPOLEAYP BBITYCKAa CEPTAUDYUKATOB KIIFO-
yeil Jake B TOM cJIydae, eCJIM HEKOTOphIe U3 3TUX (PYHKUUMN NepenaHbl TPETbEU CTOPO-
He. OTBETCTBEHHOCTh TPETHUX CTOPOH JOJDKHA ObITh YETKO YCTAaHOBJIEHA OPraHOM IIO
cepTU(UKAIIUM KITFOYEH U OPraHOM I10 NEePCOHAIM3ALMUA U COOTBETCTBYIOIIUM 00pa3om
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[IPONKCAHKI C LIEJIbI0 00ecreYeHusl TOro, YTO TPEThbsl CTOPOHA pealu3yeT Te€ TpeOoBa-

HUSL, KOTOPbIE YCTAHOBJIEHBI OPraHOM IO CEpTH(PUKALUU KIHOYEH H OpraHoM II0 IIEPCo-
Hanu3zauuy. Oprad mo cepTudUKalUU KIOYeH U Oprad I10 NepCOHAIU3AIUH HECYT OT-
BETCTBEHHOCTD 3a Pa3bsICHEHHUSI COOTBETCTBYIOIINX 0043aTEIbCTB TPETHUM JIMIIAM.
[r169] WudpactpykTypa MHGOPMALUMOHHOK O€30IacHOCTH IMpeariojiaraet Io-
CTOSIHHOE yIpaBiieHHe Oe30IacHOCTBIO BHYTPU OpraHa IO CEpTH(MHKALWHU KIHOYeW U
OpraHoM 10 INepcoHaM3auuu. JIroOble U3MEHEHUs, KOTOpbI€ MOTYT IIOBJIMATH Ha ypoO-

BeHb 0€30ITaCHOCTH, TOJKHEI OBITH 000peHbl KOMIIETEHTHBIM OPTraHOM.

[r170] Oprad no cepTHOHKALMK KIKYEH AOJ/DKEH pa3padoTaTh CHCTEMY YIpaB-
nenus Oe3zonmacHocTeio B coorBeTcTBMM ¢ [OCT P HCO/MOK  17799-2005
«MHDOpMaIIHOHHAs T€XHOJIOTHH. [IpakTH4eCcKue [IpaBUJia YIIPABJICHUS
nHGOpMaIMOHHOH Oe3omacHOCThION. [Iponenypsl (GopManbHON CepTUUKALMHU Ies-
TEJIbHOCTH OpraHa I10 CepTU(PUKALMU KIIFOYEH HE IIPOBOJUTCH.

9.2.Knaccucpukauma «akTuBoB» W YynpaBneHue B oOpraHe no
cepTudMKaLum Knyeu U opraHe nNo nepcoHanu3auuu Kapt

[r171] Oprad no ceptudHUKaAlIMKA KIHOYEH U OpraH Mo rnepcoHaau3alvu J10JDKHBL
rapaHTHpPOBATh, UYTO JJIS BCEX HCIOJIB3YEMBIX PeCypcoB U MH(pOpMaLUU 00ecIieurBaeT-
Cs JIOJDKHBIM YPOBEHB 3allUTHIL.

B yacTHOCTH:

a) Opran mo cepTHGUKAUU KIOYEH M OpraH IO IEpPCOHATU3ALMH JIOJDKHBI
AICHTUGUIUPOBATH O0IIHE PUCKH, YTOOBI OLIEHUTh BO3MOXKHBIE YIPO3bl 1l OM3HECa U
OIpeNeIUTh (YCTaHOBHTh) HE00X0AUMbIE TpeOOBaHUsA 0€30IMaCHOCTH U OINepalliOHHEIE
(3KCIUTyaTallMOHHbIE ) IPOLIEAYPHL.

0) Opran no cepTU(PUKAIMHU KIIOYEeHM U OpraH I0 MNEPCOHATU3ALMNU JIOJDKHEI

o0ecrneynTs BHEJIPEeHHEe BceX HHMOPMAIMOHHBIX PEeCypCoOB U JIOJDKHEI pa3padoTaTh
KJTacCCH(HUKAIMIO B YacTH TpeOOBaHMH 3alUTLI T€X PEeCypCcoB, KOTOPEHIE IOJIBEPIKCHEI

PHUCKaM.

9.3.KOHTpONb 3a BbIMNOJIHEHUEM TepcoHanNoM opraHa no

cepTudmMKaumm Krro4yem v opraHa no nepcoHanu3auuu KapTt TpeboBaHuUu
0e30nacHoOCTH

9.3.1.«[loBeputesibHble (PYHKLUUN»

[r172] Opran no ceprtuduKaly KIHOYEW U OpraH Mo IepcoHaIu3aluM, odecre-
YHMBAIOIIME PeAIM3aLMIO MMOJ0XKEHUM HACTOAILETO0 JOKYMEHTA, JOJDKHBI OIIPEAEIUTD KaK
MUHUMYM 3 (crenupHudecKue, orpeaesIeHHbIe) QYHKIUUA (pOJIK) AJI CBOEro IepCOHa-
j1a, Kak ykazaHo pajiee. JIo/KHBI OBITh Tak)Ke ONpeAeSICHbl pa3IMYHbIE MEXaHH3MBI
(pa3zpa®oTaHbl MEPONPUATHSA) B YACTU pa3felicHUss PyHKIUK (00513aHHOCTEH, ITIOJTHOMO-
YHii) Ha clIydyail mHCalJepCKUX aTaK HAaCTOJIbKO MOJPOOHO, HACKOJIBKO 3TO YCTaHOBIIE-
HO B JIOKYMEHTE O IPAKTUYECKOU peaiu3alluy YIPABIICHYECKUX PEIICHUHW OpraHa IIo
cepTU(UKALIMU KIIIOYEH U OpraHa 1o IepCcoHaJIM3alyH.
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[r173] ITonrMas, 4TO AEHCTBHS OJJHOTO YeIOBeKa HE MOTYT 00eCIeUuTh MOIHOH
0e30MacHOCTH, OTBETCTBEHHOCTh OpraHa II0 CepTH(UKALMU KJIIOYEeH U OpraHa IIo Iep-
COHANM3alMM B paMKaX Bced CHUCTEMBI B 4YacTH OOeCleYeHus 0e30I1aCHOCTH
3aKJIFOYaeTCsl B TOM, YTO Ty 3amady AOJDKHO pelarh OoJbIIoe KOJHMYECTBO JIIOJEH,
06aaasi IIMPOKUM KPYroM IOJIHOMOYHH (MM MHOTO JIIO€H ¥ MHOXKECTBO (DYHKI[HIA).
JTro6oe neiicTBUE, pealn30BaHHOE KOHKPETHBIM 4YEJIOBEKOM (IEpCOHAIOM) HOJDKHO
MMETh OPraHWYEHHOE BIMSHHAE HA CUCTEMY, COPa3MEPHOE C IIOJTHOMOYHSAMH (3a1adaMHy,

POJIBIO) 3TOTO YEIOBEKA.

[r174] PexoMeH10BaHHBIMH POJIAMH ABJIAIOTCAL

a) aJMUHHUCTPATOp OpraHa IO cepTH(HKALUMH KIHOYeH/ aJMHHHCTPATOp OpraHa
o repcoHanuzanuu (CAA/PA);

0) cucTEMHBIN agMUHUCTpATOp (SA);

B) IIpeICTaBUTEND CIIy 0Bl HH(MOopMarmoHHO! 6e3onacHocTH (ISSO).

[r175] Ponu agMuHKHCTpaTOpa OpraHa 1o CepTU(PUKAIMN KITIOYed UIH aJMHUHHUCT-
paTopa OpraHa 1o nepcoHaIru3ali 3aKJIF0YalTCS B CICAYIOIICM:

a) reHepalus KJIIO4eH;

0) reHepauus cepTu(HKaToB (3almpoc Ha Bblaaudy cepTudukara oOpadbarTsiBaeTCs
1 UCIIOJIHAETCS 000pyIOBAaHUEM OpraHa IO CepTU(PHUKALUU B COOTBETCTBUHU C YCTAaHOB-
JICHHBIMH IIpaBUJIaMH ), _.

B) MepCcoHaIM3alms 1 0e301acHOe paclpoOCTpaHEHUE 000pYyHOBaHUA;

r) aIMHUHHCTPATHBHBIE (DYHKIINH, CBI3aHHbIE C yIIpaBiIeHUEeM 0a3 TaHHBIX OpraHa
[10 CepTHGUKAIIUN KITI0OYeld M opraHa Io IIepCOHAIU3alli U HACHTU(QUKALUEN PUCKOB.

[r176] Posb CHCTEMHOI0O aAMHUHUACTPATOPA, 3aKIIIOYAETCS B CIICAYIOLIEM.

a) pa3paboTKa IepBOHAYAILHONH KOH(DUTYpAlUUA CUCTEMBI, BKIIIOYas O€30MacHbIN
3aITyCK U 0€30I1aCHOE OTKJIFOYEHUE CUCTEMBI;

B) nmepBrUYHasg o0paboTka (BBOJ) BCEX HOBBIX I10JIb30BaTeliedl (HOBOI'O MEPCOHA-
na);

') yCTAHOBKA IIEPBUYHON KOH(MUTYpaALIUU CETH;

) co3JdaHue aBapHHHOHN CHCTEMEI Ilepe3amnmycKa «000J0YKHU» (Cpedbl) Ha Ciiy4yau
BHE3AIMTHOM MOTEePU NAaHHBIX (CUCTEMBI);

e) co3aHHe Pe3ePBHBIX KOIHMH CHCTEMBbI, OOHOBJICHHE IIPOrpaMMHOI0 oOecIie-
YeHHUs U ero BOCCTAHOBJIEHHE, BKIIOYas 0e30I1acHOe XpaHEeHHe U paclpOCTpaHEHUE pe-
3epBHBIX KOIMUH U MX 0OHOBJIEHHE. Pe3epBHBIE KOMIUM JOJKHBI 3aIlyCKAThCS (UCIIOIB30-
BaThCs) IIO0 KpalHel Mepe pa3 B HEHEN0, U CUCTeMa JO0JDKHAa OBITh BKIIOYE-

Ha/BBIKJIIOUEHA, KaXKIBIM pa3 IIOCJie TOro, Kak Oblia 3amyllieHa pe3epBHAas KOIMUS;
’)K) M3MEHEHHE MMEHH XO0CTa U/HIIM apeca CETH.

[r177] Posnpb npeacraBuTea CiyX0bl HHPOPMALIHOHHON 0€30I1aCHOCTH 3aKJII04a-

€TCS B CJIEAYIOILIEM:

a) YIIOJJHOMOYHMBAHUE B pealn3allii QYHKIUN 10 00ecriedeHu0 0€30I1acCHOCTH U
yIIPaBJIEHUE JOCTYIIOM aJIMUHHUCTPATOPOB OpraHa I0 CepTU(UKALUU KIIFOYEH WIIH al-
MUHUCTPATOPOB OpraHa I10 IepCOHAIHU3ALUY;

0) mnopamucanue (pa3padoTKa) KOAOB M1 HOBBIX IOJIE30BaTeJIeH (HOBOT'O MEpCO-
HaJja);

B) BBIIIOJIHEHHE apXHUBUPOBAHMUS HEOOXOIUMBIX OTUYETOB CUCTEMBI;
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') 00paboTKa pe3ysbTaToOB AEATEIBHOCTH aJMHHHUCTPATOPOB OpraHa IO CepTH-
(DMKALMU KIFOYEH WM aJMUHUCTPATOPOB OpraHa II0 IePCOHAIU3AIMU B YACTH COOT-
BEeTCTBUS TpeOoBaHusAM Oe3omacHocTH cucTeMbl. OOpaboTka pe3yabTaTOB HOJXKHA
OCYILIECTBISATECA KAaK MUHUMYM OJUH pa3 B HEJEIIIO;

) HENOCPEACTBEHHBIN 0030p M HAOIOAEHHE 3a €KETrOJHBIMU Pe3yJIbTaTaMHU OT-
4YE€TOB OpraHa I10 CepTH(PUKALUHU KJII0Yed U OpraHa I10 IepCOHATH3aLHH;

€) ydacTue B reHepauuu kirouei PO.

BaxxHo, 4TOOBI IIpeACTaBUTEND CIYKObI HHPOPMALIMOHHONW 0€30MacHOCTH, KOTO-
PBIM HETIOCPEACTBEHHO HE BOBJICYECH B IIPOLECC BBIAAYH CEPTH(HOHUKATOB, UCIIOIHAJ HC-
KIIIOUUTEJIbHO HAI30PHYIO (KOHTPOJIBHYIO) POJIb B YAaCTU U3y4eHHs (IIPOBEPKH ) OTUETOB
CHCTEMBI WJIH PEerUCTPAUMOHHBIX JEHMCTBHH CHCTEMBI C LIEJIbIO BBINTOJIHEHHS IIEPCOHA-
JIOM TOJIBKO T€X (PYHKILUH, KOTOPBIE YCTAaHOBJICHBI HACTOSIIMM JJOKYMEHTOM.

9.3.2.PasrpaHnyeHne pyHKLUN

r178] Jna wuened opraHa I0 CepTUQHUKAIMH KJIIOYEH M OpraHa 1o
[IepCOHANM3ALMM, JUIS BBIIIOJHEHUS KaXIOH U3 BBIMIEIIEPEYHUCIIEHHBIX (DYHKIUH
(poJsiei) TODKHBI OBITh Ha3HEYEeHBl pa3Hble JIOAU (KaKk MHHHMYM I10 OJJHOMY YEJIOBEKY

Ha 3a7a4y).

9.3.3.MWpeHTUDMKaLMOHHasA U ayTeHTU(hMKaLMOHHAA POonb Ka)Xaoro

[r179] Unentudukanuonnas u ayTeHTUGUKAITHOHHAS POJIb aJIMUHICTPATOPA Op-
rafHa 1o CepTH(HUKAIUU KIIOYeH U afMUHHCTpATOpa OpraHa Io IepCcOHATU3allul, CHC-
TEMHOr0 aAMHUHHUCTpATOpa, MpeJCTaBUTENS CIIyKObI 10 MH(POPMAIMOHHON 0€30IacHo-
CTH JIOJDKHBI OBITH COBMECTHMBI H COOTBETCTBOBATh METO/AMH, IPOLEAYPAM H YCIIOBHU-
SIM, 3asIBJICHHBIM B HAaCTOSAIIEM JIOKYMEHTE.

9.3.4.NNoarotoBKa, KBanudukauusa, onbIT U paspelUTenbHbIe
TpeboBaHUSA

|r180] Hanuyme B mraTte agMUHKCTpaTOpa OpraHa mo cepTH(GHUKALUU KIIoYel U
aIMUHUCTpATOpa OpraHa IO IepCOHAIN3AalNU, HAJIEJeHHBIX ITOJJHOMOYHUSAMH IO CO3JIa-
HUIO W YIPaBJICHHIO CEpTH(UKATAMU KIHO4Yer M MH(pOpMaLUeE, SBISETCS 00s53aTe]Ib-
HBIM. “eJI0BeK, HaJleIeHHBIH MOJHOMOYHAMH aJIMHHHUCTPATOpa OpraHa 1o cepruduka-
LMK KITFOYEH M aJIMUHHUCTpATOpa OpraHa II0 MEepPCOHAIMU3ALMH JOJDKEH OBITh «IIEJIOCT-
HBIM», IPOSBJISITh HEOCIIOPHUMYIO JIOSJIBHOCTD M 3aCiIy>KHBATh JIOBEPHUE U JOJKEH 0CO3-
HaBaTh HEOOXOJHMMOCTh CO3[aHUsl OE30MAaCHOCTH M PEAJIM30BHIBATH 3TO B CBOHX €XKe-
JTHEBHBIX JIEUCTBUAX IPHU BHINOJIHEHUHA CBOUX IMOJIHOMOYMIA.

[r181] Bech nepconan oprana rno cepTudukaniy KJI04Yel ¥ opraHa 1o rnepcoHa-
TH3alMY, 3aHUMAIOIIHUK JO/DKHOCTH C JIOCTYIIOM K KOH(GHAECHIHAILHOH HHPOPMAaLUH,
BKJIXOYasi aAMHHHCTPATOPOB, IPEACTAaBUTENS CIIYXObl HH(POPMALMOHHON O6e30IacHo-

CTH, JOJKCH COOTBETCTBOBATH CICAYIOIUM TPeOOBaAHUAM:
- HE UCIIOJIHATH NPYTHUX 0053aHHOCTb, KOTOPhIE MOT'YT HEFATHBHO OTPA3UTHCS HA

HCIIOJIHCHHH TEeKYIIHX 00A3aHHOCTEH;
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- He OBITh paHEe YBOJIEHHBIMH C pa0OTHI IO IPUYMHE HE WMCIIOJHEHHS WU HE
Ha/JIe)XKallero UCIOJTHEHUS! CBOMX JOJDKHOCTHBIX 00SI3aHHOCTEN;

- UMETh JIOJKHYIO KBaTU(UKAIIMIO U CITEIHaNbHYIO ITOANOTOBKY JJIS UCIIOJIHEHUS
CBOUX JIOJDKHOCTHBIX O0SI3aHHOCTEN;

- IOJDKEH OTBEYaTh KPUTEPUAM OJ1aroHaIeKHOCTH.

9.3.5.TpeboBaHUA K NnoaroTtoBKe

[r183] Ilepconan moipkeH OBITh JOKHBIM 00pa3oM 00y4YeH W MOATOTOBIIEH IS
WCIIOJIHEHUS CBOUX JOJDKHOCTHBIX 00s13aHHOCTEH.

9.4.KoHTpONbL 3a cucrtemMou 6e3onacHOCTU opraHa nNno ceprucbukKaLum
Krnoyen U opraHa no nepcoHanusauum

[r184] Opran no ceprudukanuyu KirO4Yer ¥ opraH IO IIEPCOHATIHA3AIUN TOJDKHBI
rapaHTUPOBATh, YTO CUCTEMaA Oe30IacHa U paQoTaeT MpaBUIbHO C MUHUMAJIbHBIM PHC-
koM cOoeB. Cucrema JoKHA OTBEYaTh PsAIy TpeOOBaHUM, B YaCTHOCTH:

a) LEJIOCTHOCTh CUCTEMBI MU MH(POPMAILIUA JOJKHBI OBITh 3aIMIIEHBI OT BUPYCOB,
HECAaHKIITMOHUPOBAHHOTO JIOCTYIIA, a TAK XK€ OT UCIOJIb30BAHUS HEJIULEH3UOHHOIo 000-
pPYyAOBaHUA U IMIPOrPaMMHOI0 00ECIICYCHHA;

0) yrpo3a c00€eB JOJDKHA ObITh MUHUMH3UPOBAHA ¢ IIOMOIIBIO IIPOLIEAYP «00paTt-
HOM CBsI3U» U COODIIEHUN 00 yrpose.

|r185] Opran no ceprupuKalyy KIO4YeHd U OpraH I10 IEPCOHAIM3ALUN JOJKHDI
obOecrieyuTh Cco3JaHue J3(PGEKTUBHONW CHUCTEMBI KOHTPOJISI 3a 0€30IaCHOCTHIO C
[IOMOILBIO pPA3JEJI€HUsl [OJIHOMOYHUM, YCTAHOBJIEHHBIX HACTOSIIHM JOKYMEHTOM, B
COOTBETCTBYIOIIIMX  JOKyMEHTax 0Oojiee HHU3KOrO0 YypOBHS II0  peaiM3aluy
YIIPaBJICHYECKHAX PEILICHUH.

[r186] KoHTpoib 3a 6e30MacHOCTBIO NOKEH 00€CIIeYnTh YIIpaBIeHHue JOCTYIIOM
1 BO3MOXKHOCTB OTCJIC)KMBaHHUA yrpo3 (cO0eB) mo atanaM (ypOBHSIM) «CBEPXY BHH3» (C
BO3MOXKHOCTBIO TI€peX0/ia Ha CaMblii HU3KHMH YpPOBEHb) UCIIONB3YS 3aKPBITYIO YaCTh

KJIFOYEH oprasa 1o cepTH(pHUKaIuHu.
[r187] KoHTponer 3a  0€30MacHOCTBIO CHUCTEeMbI, OCYIIEeCTBJISEMBIH

KOMIBIOTEPHBIMH  CHCTEMAaMH, KOTOpbIE  HCIIOJIB3YIOTCS CyOIroapsTHBIMA
OpraHU3alUsIMH 3aBHCHT OT TeX OOSA3aHHOCTEH, KOTOPHIE BO3JIOKCHBI Ha JaHHBIE
opranuzauud. CyOnoJpsiiHble OpraHM3aliy, BBINOJHSAIOUIME POJIb aJIMHHUCTPATOPOB
OpraHa II0 CepTH(MHUKALUKH U aAMUHHUCTPATOPOB OpraHa IO MEPCOHATU3AIMH B YaCTH

BBOJIa CEPTU(MHUKATOB B KapThl WM HHULMAIU3AIUIO TAKHX KapT JOJDKHBI OTBEYaTh
TpeOOBaHMAM, YCTAHOBJIEHHBIM K Opra”y MO cepTU(hUKAIMU KIIIOYell U OpraHy Io

[IepCOHAIU3ALHH.

9.4.1.Cneundmyeckue TexHMYecKue TpedboBaHUA ANA KOMMNbIOTEPHOM
Oe30nacHoOCTH —

[r188] HMuunmanuzauus onepaluoHHOM CHCTEMBI 3aKPBITOM YacTH KIIKOYeil
OpraHa 1o cepTU(uKamy Kmoded PO 1omkHA OCYIIECTBIATECS KAK MUHUMYM IIpHU
[MTOMOIITH ABYX JIAL, 004 U3 KOTOPHIX aYTeHTH(hHIIMPOBAHEI CUCTEMOM.
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9.4.2.PaHr (peMTUHr) KoMNbLOTEPHOU DE30MNaCHOCTMH

[r189] Opran no cepruduKauUU KIOYEN U OpraH IO IIEPCOHAIH3ALMHU HE
TpebyoT (HOpMaBEHON OLEHKH J0 TeX MOp, MOKa OHU OTBEYAIOT BCEM TPEOOBAHUSM,

yKa3aHHbIM B 3TOM pasjelle.

9.4.3.CpencTBa ynpaBrieHUs pa3BUTUeM CUCTEMDbI

[r190] Opran no ceprudukanuu KIOYEW U OpraH 10 MEPCOHATU3ALMNU JTOJDKHBI
MCIT0JIb30BaTh CUCTEMBI, 3aCIyKUBAIOIUE OOBEPUA U MPOrpaMMHBIE IIPOAYKTHI, 3allly-

[I[€HHBIC OT U3MEHEHMUS.
[r191] Ananu3 TpeboBaHu 0€30IMaCHOCTH JOJDKEH IIPOBOAUTHLCA B COOTBETCTBUM

¢ TPeOOBAaHUSAMHU TEXHHYECKHUX 3aJaHUH JIFOOOro paboyero MpoeKkTa, peaju3yeMoro op-
raHOM I1I0 CepPTH(MHUKAIMK KJIIOYEeH U OpPraHOM IO II€PCOHAIM3allMi WX OT JIMIA 3THUX
OpraHoB ¢ ILIEJBI0 rapaHTHH TOro, YTO 0€30IacCHOCTh BCTPO€HA B MH(POPMALMOHHYIO

CHCTEMY.
[r192] H3meHeHue npoueayp KOHTPOJIA JOJ/DKHO ObITh IPONKMCAHO HA 3Tarax

pa3paboTKu (BBINYyCKa), MOAU(MUKALMU U SKCTPEHHBIX CUTyalMH s JIFOOOH onepamnu-
OHHOU CUCTEMBEI.

9.4.4. AAMUHUCTpPaATUBHOE yrnpasrieHne 6e30nacHoCTIO

[r193] Pomm (dbyskumu, 3amaum) cucreMbl (cMm. paszaen 9.3) H0JDKHBI OBITH
BHEJIPEHBI U peaJiIi30BaHBbI.

9.4.5.CpeacrTBa ynpaBrneHusa 6e3onacHOCTbLIO CeTH

[r194] YnpaBinenue (Hanpumep, OpaHaMays3psbl) JOJDKHO OCYIIECTBISTBHCA C I€-
JIBIO 3alUTHl JOMEHA BHYTPEHHEW CETH OpraHa 1o CepTU(HUKALMU KIHYEeU U OpraHa Iio
[IepPCOHAIN3ALMY OT JOMEHOB BHEIIHEH CETH, a TaK XK€ OT BO3AECHUCTBUA TPETHUX JIUILI.

[r195] Baxusie (KoH(MUAEHUUANBHBIC) JaHHBIE NOJIKHBEI OBITH HAIEXKHO 3allH-

[II€HBI B IIPOLIECCE UX II€PEaaUYM YepPEe3 CETH, KOTOPBIC HE3AIMILIEHBI.

9.5.[lpouenypbl ayauta 0e30nacHoOCTU

[Ipouenypsl ayaura O€30IaCHOCTH B 3TOM pasjejie pacIpOCTPAHSIIOTCS Ha BCE
KOMITbIOTEPbl U KOMIIOHEHTBI CUCTEMBI, KOTOPbI€ UMEIOT OTHOILEHHE K BBIITYCKY KJIFO-

4yer, cepTU(PUKATOB Mpollecca BBIIIYCKa 000pYyIOBaHHUSA B COOTBETCTBHHM C HACTOSIIUM
JTOKYMEHTOM.

9.59.1. Uenu npoBeaeHunsa ayaura

[r196] Ayaut 0e30macHOCTH, CBA3aHHBIM ¢ KOMIILIOTEPOM/CHCTEMOM OpraHa IIo
CepTU(HUKALMKA KJIHOYEeH M OpraHoM I10 IIePCOHAIM3AllMH, J0JHKEeH IMPOBOJHUTHCS (OCY-
[IECTBIIATHCA) B LIEJIIX KOHTPOJIA:

a) CO3IaHHBIX 3anucel (IIpUBUJIETHPOBAHHEIX UITH HET);
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0) TpaH3aKUUH, TPeOYIOIUX COBMECTHOIO MCIOJIb30BaHUS 3aIIMCEH, BHAA 3aIIpo-

ca, UHOIUKATOPOB (MH(MOPMAIMOHHBIX COOOIIEHUI) TOTrO, YTO TPaH3aKIUs 3aKOHYEHAa
WJTU HET, 1 BO3MOXXHOU IMPUYHMHEI TOTO, UTO CJIeJIKA HE 3aKOHUYEHA;

B) MHCTAJUISILIUM HOBOT'O IPOTPaMMHOI0 00eCcIieYeHHUs U €ro OOHOBJIEHHS,

') Bp€MEHHU, MECTEe U JPYTroi JeCKPpUNTUBHOM HH(POpMaIMH 000 BCEX ONeparusx;

I1) 3aIlyCKe ¥ BBIKJIFOYEHUH ITPOTrPaMMBI;
€) BpEMEHU U MeCTe OOHOBJICHUS «allapaTHOT0» 000py 0BaHHA;
)X) BPEMEHHU U JaThl pETUCTPALK COOEB;

3) BDEMEHH M J1aThl apXHUBALIMHU OIIEPALUIA.

9.5.2.4acToTa npoBeaeHuUsA ayauta AaHHbIX

[r197] Ayaur no/moKeH NpOU3BOAMTHCSA PEryJIIpHO M aHAJIM3UPOBATHCS B YacTH
BO3MOXKHBIX HE3aKOHHBIX MeponpusaTui. llpouenypbel ayautra JOJDKHBI OBITH
YCTaHOBJIEHBI B JOKYMEHTE€ O IIPaKTUYECKOM peajiM3aluvu IIOJIMTUKH OpraHa IIo

CepTU(DUKALUU KITHOYEH.

9.5.3.lepnog xpaHeHUAa gaHHbIX 00 ayauTe
[r198| Pe3yneTaThl NpOBEepKH (ayAHUTa) JOJDKHBI XPAaHUTHCS KAK MUHUMYM 7 JIET.

9.5.4.3awmTa perucTpaLumMoHHbIX AaHHbIX

[r199] /lns pesynbraTtoB ayauta (perMcTpallMOHHBIX JAaHHBIX) JOJDKHA OBITH
obecrieyeHa nenoctHas 3amuTa. Bece manHbie (pe3ynsTaThl) HOJDKHBI OBITH OINEeYaTaHbl
Ha BCE BPEMS UX XpPaHEHMUSI. "

[r200] Pe3ynpraThl ayaura (perucTpaliMOHHbIE JaHHbIE) JIOJDKHBI TPOBEPATLCS U
KOHCOJIMUPOBATECS eXeMecssyHo. Kak MUHMMyM JBa desioBeKa U3 YHCJIa aiMHHHCTPA-

TOPOB OpraHa I10 CePTH(QUKAIMU KIIOUYeld U aJMUHUCTPATOPOB OpraHa II0 IepCOHAJIH-
3allMH JOJDKHBI OBITh HaZeJIeHbl PYHKUHUAMH IIPOBEPKH H KOHCOJIHIALIHAH.

9.5.5. lybnupoBaHue perucTpaLuoHHbIX AaHHbIX

[r201] /IBe KOMMM KOHCOJUAUPOBAHHBIX PE3YyJIbTAaTOB ayauTa (perucTpaldOHHbBIX
JIAHHBIX) JOJDKHBI XPaHUTBCS JPYyr OT Jpyra OTAENBHO C LENbl0 obecredyeHus
HaJEXHOCTU U COXPAaHHOCTHU JaHHBIX.

[r202] PesyneraThl ayaura (perucTpalMOHHBIE AAHHBIE) JOJDKHBI XPaHHTHCH
TakuM  00pa3oM, d4ToOBbl o0O0ene4yuTs BO3MOXKHOCTHL IOCTOSHHOM  NPOBEPKH

pEerucTpallMOHHBIX JaHHBEIX B IIPOLECCE UX XPaHEHHS.
|[r203] PesynpTaThl ayaura (perucTpaldOHHbIE [JdaHHBIE) JOJKHBI OBITH

3alllMIICHBI OT HCCAHKIITMOHHUPOBAHHOI'O JOCTYIIA.

9.5.6.Cucrema cbopa aaHHbIX

[r204] IIpumennTenEHO K KOHQUIESHIIHAIBEHBIM JAHHBIM MOXET OBITH TPHMEHEHA
TOJIBKO IPOLEypa BHYTPEHHETO ayaUTa.
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9.6.ApxuBauusa gaHHbIX

9.6.1.Buabl uHdopmauumm (paHHbIX), coOupaemble oOpraHomMm no
BbIMYCKY KApPT

[r203] PerucrpamuonHas MH(pOpMaLU OJIKHA BKJIFOYATH BCE
COOTBETCTBYIOIIHME JaHHBIE, KOTOPBIMU 00J1aiaeT OpraH 110 BEIITYCKY KapT, B T.4.:

- 3aIIPOCHI HA IMOJIyYyeHUe CePTU(UKATOB U BCSA OPUIIHATIbHAs IEpPernurcKa opraHa
[10 cepTH(HKALMU KJII0OUeH 1 opraHa 1o IepCOHaIU3aliH, [10JIb30BaTelen,;

- MIOAIIMCAHHBIE 3apEerHCTPUPOBAHHbBIE 3asBJICHHUSA I10JIE30BATENICH HA IOJTyYeHHe
KapT, BKJIIOYas HASHTH(GHUKAIIUIO JIMYHOCTH JIMLA, IPUHUMAIOLIEr0 3asiBJICHHUS;

- MOJAMHACAHHBIM JOKYMEHT O IIOJIYYE€HHH KapThl,

- IOTOBOPHBIE COTJIAIIEHHS B YaCTU CEPTU(PUKATOB U KapT;

- 00HOBJIEHHE CEPTU(PHUKATOB B BECh JOKYMEHTOO0OPOT C I10JIb30BaTEIISIMH,;

- aHHYJIMPOBaHHBIE COOOIIEHUA U BCE 3allUCaHHble COOOLIEHUS (JIOKYMEHTHI), KO-
TOPEIMH OOMEHUBAJIUCH CO3/aTellb 3aIpoca U/ HIIH M0I530BaTe]Ib,

- JOKYMEHTBI, paHee IPHUMEHAESMbIC U CYILIECTBYIOIIHE B HACTOAIIUN MOMEHT.

9.6.2. Buabl uHdopmauum (paHHbIX), cobupaemblie OpraHoMm nmno
cepTucmMkaumm KnrovYeu n opraHom no nepcoHanusauuu

[r206] 3anmucu OOJDKHBI BKJIOYATh BCE COOTBETCTBYIOIIME JAaHHBIC, KOTOPbIMHU
oOJ1aiaeT oprat o cepTU(GHUKALMK KIIFOUE U OpraH M0 BBIITYCKY KapT, B T.4.:

a) coZleprKaHHe BBIJJAHHBIX CEPTU(PUKATOB,

0) perucTpallMOHHBIE )XypPHAJIbI, BKJIFOYAasl JaHHBIE €)XXEr0JHOr0 ayIuTa opraHa Iio
cepTH(HUKAIMK KJIIOYEH M OpraHa IO BBIITYCKY KapT, COIJIaCOBaHHBIE (IIPEXYyCMOTpPEH-
Hbl€) B COOTBETCTBHH C HOKYMEHTAMH O IPaKTHYECKOM peaM3alliy ITOJIOXKCHHUS Ha-
CTOSIIIEr0 NTOKYMEHTA;

B) JOKYMEHTHI, KacarollHecsi BOIPOCOB CEePTHU(MHUKALUMU KIIOUEH paHee MpUMe-
HSIEMbBIE U CYIIECTBYIOIIME B HACTOSIIIMI MOMEHT W MX CBSI3b C JIOKYMEHTaMHU O IpaK-

THUYECKOM peaiu3alliM II0JI0KEHHUN HACTOAIIEro JOKYMEHTA.
[r207] Bce 3amucu, B 4acTH MOJAHHBIX U ITOATIMCAHHBIX DJIEKTPOHHBIX 3alIpOCOB

opraHa II0 CEepTHU(PHUKAUMHU KIKOYEHM U OpraHa II0 MEepCOHAIM3alMM HIH IIepCcOoHala

CyOmnoApsiIYMKOB OOJDKHBI COAECPKaTh OTBETCTBEHHOCTh AJMHHHUCTPATOpPOB JUJIA
Ka)XKJIOI0 3aIpoca, a TaK >X€ BCIO HEOOXOOUMYIO HMH(OpMalUIo, KOTOpas Hy)XHa JJIsd
TOro, 4roOnl M30eXaTb OTKa3a IIpA INPOBEACHUM IIPOBEPKH B TEYEHHH BCEr0 CpOKa

XpaHEHUs JaHHBIX.

9.6.3. lNepnon xpaHeHUA apXxuBa

[r208] ApXHMBBI JOKHEI XPAHUTHCS U ObITH HAAEXKHO 3aLUILIEHBI OT U3MEHEHUS
1 pa3pylleHHs] B TCYEHHUH BCEro IEPHUOaa, YCTAHOBJIEHHOIO JOKYMEHTOM O pealu3aliiu
[IPAKTHUYECKUX JEHCTBHU. , F
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9.6.4. Npouenypbl cOopa u U3IMeHeHUA apXUBHOWU MH(OpPMaLUK

[r209] Opran no cepruduKanyy KIOYEH U Oprad Mo NepCOHAIM3ALUMN J0KHEI
NEUCTBOBAaTh B YacTH KOH(PUASHLUHUAIBHOCTH B COOTBETCTBUM C TpeOOBaHMSIMH,
YCTAHOBJIEHHBIMH B paszjeie 3.4. ,

[r210] 3anucu MHAMBHUAYAIBHBIX TPaH3aKIMM MOryT OBITH OOHApOJOBaHBI II0

3alpOCY OpraHMU3allyil, BOBJIEYUEHHBIX B IPOLEAYPY OCYIIECTBIIEHUS TpPaH3aKIUH, UJIH
[10 3aIIpOCy UX 3aKOHHOI'O IIPEJICTABUTEIIS.

[r211] Opran o cepTuUKaLMi KIHOYEH U Oprad Mo NepCOHAIM3AaLUN JOJKHEI
o0ecrneymuTs JOCTYI II0 3aIpocy K MPOLEAYPHOM JOKYMEHTALUHU, COTJIACOBAHHOMU C
[IPUMEHSIEMBIM JIOKYMEHTOM O peaiM3allMi NPAKTUYECKUX (YIIPaBJICHYECKUX ) IEUCTBUM

corjacHo paszaena 11.5.
[r212] [l ipoBeeHUs ONMMCAHHBIX BBIIIE ONEpaldil MOXET OBITh YCTAaHOBJIEHA

jaTa, HOKPHEIBAKOIIAs pacXoJibl HA «BOCCTAHOBJIEHUE (BO3BPAT)» 3aIIUCEN.

[r213] Opran o cepTudUKALNU KJIHOYEH U OpraH 1o IepCOHAIU3AUN JOJKHBI
o0ecrieyuTh OOCTYIIHOCTH AapXHMBOB, a TakKXa OOECIeYUTh XpaHEHUE AapXUBHOU
WHQOpMALlMKY B JOCTYIIHOM JUIA IIOHMMaHWsA (Gopmare B TECYCHHMHM BCEro IMEpHOJA
XpPaHEHUS JAHHBIX, JAXE €CJIHU HEATEJIBHOCTh OpraHa I10 CEpTH(MUKAIMM U OpraHa Io
[IepCOHAIU3AUHU IIpEepBaHa, OCTAHOBJIEHA UJIU UCTEKIIU TOJIHOMOYMS.

[r214] B ciiyyae eciu AesATEIBHOCTh OpraHa I10 CEpTU(PUKALIUU KIIFOYEH U OpraHa
[0 IMEePCOHANM3ALUU IOJKHBEI OBITh MpEepBaHbl, IMPHUOCTAHOBJIEHLI WM INpeKpalleHbl,
OpraH Mo CepTU(MHUKALUMU KJIHOYEH M OpraH Mo IMEpPCOHAJIU3aALlMM JIOJKHBI HallPaBUTh
YBEAOMJIEHME BCEM OpraHU3alMsIM KIHMEHTOB, IIOATBEPXKAAIOIIECE BO3MOXXHOCTH
NPOJOJDKEHUs JOoCTymna K apxXxuBy Bce 3anpocbkl Ha OOCTYII K apXHUBUPOBAHHOM

MH(OpMaLMHU JOJKHBI ObITh HAIpaBJI€Hbl B OpraH IO CepTU(QHUKAIMH KJIIOYEeH H OpraH
10 IEePCOHAIM3ALUU UJIH OpraHu3anuilo, 0003HAYEHHYI0 KaK OpraH 1o cepTU(hUKALUU

KJIFO4YeH U OpI'aH IIO IICPCOHAJIM3AIllUH, 10 IIPCKPpAaIICHHUA €TI0 ACATCIIBHOCTH.

9.7. HenpepblBHOe nnaHUpoBaHuUe [OeSAATeSNIbHOCTU opraHa no
cepTUdUKaL UM KINKYeu U opraHa no BbINYCKY KapT

[r215] Opran no ceprtudukanvy KIOYEH M OpraH IO IEPCOHAIHU3ALMH JOIKHEI
UMETh IIePCIEKTUBHBIN IUIaH o0ecrieueHust 0e30I1aCHOCTH, COJep Kalllhil ClIeAyIolue

I[T1OJIO2KCHUAL.

- IEUCTBUS 110 00ecIredyeHUI0 0e30IMaCHOCTH KITIOYEH;
- ICHUCTBUS IIPpH BHE3aIIHOH IOTEpE MJAHHBIX HU3-3a, HAlIpUMEpP, BOPOBCTBA, OIHI,

OTKa3a almnapaTHBIX CPEeJICTB WM IIPOTPAaMMHOI0 00eceyeHusl;
- JICUCTBUS IIPH HEIIPAaBHIILHOM pabdoTe CUCTEMbl, BOZHUKAIONIIUE 110 JIFOOOH IpH-

HYHUHC.

9.7.1.Yrpo3a (onacHOCTb) ANA 3aKpPbITOU YAaCTU KIOYen
Yrpo3a (0acHOCTH) IS 3aKPBITOM YACTH KJIOUYEeH omucaHa B pasjen 6.
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9.7.2. BoccTtaHoBneHue BcrieaACcTBUE UHbIX Yrpo3

[r216] Opran no cepTUdKaAUWU KIOYEHW U OpraH II0 IEepCOHAIU3ALUU U
cyOonoapsiHbIe OpraHU3alMUd JOJDKHBI pa3padoTaTh MOPSIOK 3alATEl U MUHUMH3AIUH
BIIMSIHUE PA3IYUHBIX YIPpo3 HAa O€30I1aCHOCTh U 3(PPEKTUBHOCTH CUCTEMEI B LIEJIOM.

9.8. Dusnyeckmm (MHCTPyYMeHTalrbHbIN) KOHTPOSb 3a 0e30NacCHOCTbLIO
opraHa no ceptudgpuKkaumm Kno4yem u cUcTeMbl NepcoHanu3auum

[r217] Pusuueckue NpPOLEAYPH YIpaBICHUA O0€30IaCHOCTBIO JIODKHBI OBIThH

pa3paboOTaHEl C LIENBI0  VIIPABI€HUS IJOCTYIIOM K IIPOrpaMMHOMY OOECIIEUEHUIO U
anmapaTHBIM = CpeJCTBaM OpraHa II0 CepTU(QKAlIMU KIYel ¢ opraHa IIo
[IEPCOHAM3AIMU. JTO I0Jpa3yMeBaeT pa3paboTKy aBTOMATU3UPOBAHHBIX padOUMX
MECT CEPTU(MHUKALMOHHOIO OpraHa, a TaK >X€ MNePCOHAIU3AIUIO allapaTHBIX CPELCTB U
APYrUX BHEIIHUX I[MH(PPOBAJIBHBIX MOJYJEW Ui anmapaTHbIX CpeACcTB U KapT.
Perucrpanus gomKHa OBITH pealn3oBaHa s BceX (M3UYECKUX 3alucer 3TOM 00J1acTu.

[r218] Kiroun P® s moanmcanus cepTU(UKATOB JOKHBI UMETh (DU3UUYECKYIO
M JIOTMYECKYIO 3allMTy TaK KaK 3TO YKa3aHO BO BHYTPEHHHUX JOKYMEHTaxX opraHa Iio
[IepCOHAIU3ALHUH.

[r219] O6s3aHHOCTBIO OpraHa I0 CepTU(HUKALUU U OpraHa I10 IIEePCOHAIU3ALUU
ABJISIETCA XPaHEHHE PE3€PBHOM KOIMHHU M PACIpPOCTPAHEHHs CPEIACTB TaKHM CIIOCO0O0M,
4YTOObI YOOEKTUBHO IPEeAOTBPATUTD [IOTEPH, BMELIATEJILCTBO, 5005
HECAHKIIMOHUPOBAHHOE MCIOJIb30BAHUE XPAHUMON HH(DOPMALIUHU.

Pe3epBHBIE KOITUM TOJIKHBI XPAHUTHCA IJIS LEJIE BOCCTAHOBJICHUS JAHHBIX U 1A
apXUBalldK HauboJiee BaXHOU HHPOpMaUU. Pe3epBHEIe cpeacTBa NOKHEI XPAaHUTHCS
OTIEJIbHO OT MECTOIIOJOXKEHUS CHCTEMBbl CEpPTU(MHKALMOHHOIO OpraHa/opraHa IIo
IepCOHATH3AIIUH, YTOOBI 00ECIIEYHUTh BOCCTAHOBJICHHE B ClIy4ae CTUXUHHOTO OeICTBHSA

[IEPBUYHOIO BapHUaHTA.
[r220] IIpoBepka O0€30mMacHOCTH MECTOIIOJIOKCHUA (Oa3upOBaHUA) EHTPAJIBHOTO

o0opynoBaHHE OpraHa MO CepTHGUKAIMK M OpraHa IO IEePCOHAJH3AIUH HOJDKHA
[MPOBOJUTHLCS KAaK MHMHMMYM OJMH pa3 B TedyeHUM 24 4yacoB. Ecid 3TO ycioBHE
BBIMTOJIHAETCA IMOCTOAHHO, TOrAa MOJXKET NPOBOAUTHECA BH3YyallbHAs MPOBEpPKa pa3 B
«CMEeHY» (OMH pa3 B T€YEHHUHU pabouero JHA) C LEIbI0 TOT0, YTOOBI rapaHTHUPOBATH,
4TO CUCTEMA U €€ OT/EJIbHbIE KOMIIOHEHTHI (YCTPONCTBA/KapThl) HaJI€)KHO 3allUIICHbI, B
cllyda€ HX HE MCIOJIb30BaHUs», 4YTOOBI TaK € rapaHTUpPOBaTh 4YTO (QU3HUYECKas
O€30MacHOCTh CHUCTEMBI (JIBEpHBbIE 3aMKM W CHTHaJIM3alus) padoTaeT JOJDKHBIM
00pa3zoM, 11 TOro YTOOBI He OBIJIO HECAHKIIMOHUPOBAHHOT'O JOCTYIIA K CHCTEME.

9.8.1.®usnyeckun OocTyn

[r221] Hdoctyn K pU3UYECKOMY MECTOIOJI0XKEHHIO Kirodell PO 1 KoMIoHeHTaM,
KOTOPBIE HCIOJB3YIOTCA COBMECTHO C HUMU TpeOyeT OJHOBPEMEHHOrO IMPHUCYTCTBUS

KaK MUHUMYM 2 JIFOA€H, KOTOPbIC JIMYHO YIIOJHOMOYEHBI JJIA JOCTYIIA.

[r222] Hoctyn kK apyrum cpeactBa ((pyHKUMSM, MOJHOMOYMSM) OpraHa IIo
CEPTU(PUKALUMK KIKYEH M opraHa 110 NepCOHAM3alldd pa3pelieH TOJBKO TOMY
[IEpCOHAJly, KOTOpPbI€ YIIOJHOMOYEH OCYUIECTBJISATH OAHY U3 (YHKIHH, YKa3aHHEIX B
pasgene 9.3.1. JloctynmoM MOXHO YHOpaBisTh C HMCIOJIb30BAaHMEM CIIMCKa JIOCTYyIIa K
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MECTOPACIIOJI0KEHUIO CUCTEMBI. ECIIM B CIIMCKE NOCTyNa HET JIMIA, KOTOPBIA JOJDKEH
OCYILECTBUTh JOCTYN K CUCTEMe, TaKOM YeJIOBEK JOJDKEH CONPOBOXAATHCA TEM, KOMY
paspelled JOCTYIl M ero UMs 3HAa4UTCs B CIKMCKe. ECM CUCOK yNpaBiI€HHS NOCTYIIOM
HE YCTAHOBJICH [ COOTBETCTBYIOLLIETO «IOApa3/ieIeHUS (yyacTka, OJTara)y,
HeOOXOMUMO OBITh YBEPEHHLIM, UYTO COOTBETCTBYIOLIHE JOKYMEHTHI (ZJaHHBIE,
nHGOpMalUsig, MaTepUalbl) opraHa II0 CepTU(UKAUMM KII0YeH M opraHa IIo
[IepCOHATN3aLUU Oy IyT Ha/Ie)KHO COXPAaHEHBI B HA/IEXKHOM MECTE.

10. Cpok WcrnonHeHusa o006A3aTenbLCTB OpraHa no cepTuguUKauuu
knoyen P® n opraHa no nepcoHanu3auuu

10.1.UcTeyeHmne cpoka NMOMHOMOYUN (3aKntouyuTenbHble MONOXeHUs)
— OTBETCTBEHHOCTb opraHa no ceprtudukauum knroyen PP u opraHa no

nepcoHanu3auum.

UcTedyeHne cpoka AeiCTBUS MTOJHOMOYHI OpraHa 1o cepTU(QHUKaluyd U opraHa Io

[IepCOHAIN3aIMU Moapa3yMeBaeT JU00 CUTyallMIO KOrja J0roBapMBaroOIIasCcs CTOPOHA
BBIXOJIMT U3 CHCTEMBI Taxorpados, 1100 caMa cucTemMa IpeKpallaeT CBoe CyIIECTBOBA-

HHe U B ATOM CBS3M HAJWUYKME OPraH IO CepTU(UKALMKA KIIFOYEHW WX APYIroro yIIOJHO-
MOYEHHOTO OpraHa He IIpeACTaBIIAeT JaJIbHENIIEH HEOOX0IUMOCTH.

McTeueHHe cpoKa MOJHOMOYHI OpraHa 10 CepTU(PHUKAIUU KIHOYEHd U OpraHa 1o
MepcoHAIM3AlMH [IPOUCXOIUT B TOM CUTYal[HH, KOTIa BCe MOTHOMOYMS ((PYHKIIUH, OKa-
3aHUE YCIyr) OpraHM3alHii, 3aHUMAIOIIUXCs BHEAPEHHEM CHCTEMBI Taxorpagos, IIpe-
KpaTHIH AelicTBue. Takoi MOpsAAOK He paclpoCTPaHSETCs Ha CHTYaluio KOraa (yHK-
UK TepefaHbl OT OJHOW OpraHu3alMU JpYyrod WIM KOorja CepTH(UKALMOHHBIM OpraH
[TOJIYYMJT TIOJHOMOYHS IO «XPaHeHHWIO» HOBOM Maphl KiIoued PO wiu Kitoueu eBpo-
MEHCKOTO cepTU(PUKAIIMOHHOIO [IEHTPA. “

[r223] Opran o ceprudukanuu kimoded PO rapaHTupyeT, YTO 3aJa4d YKa3aH-
HbIE HH)KE JOJKHBI OBITH PEAIM30BaHBEI.

[r224]I1epen TeM, KaKk opraH Mo cepTA(QUKalIUHU KIOYeH U Opraf I10 IIepCOHAIH-
3allMM MPEKPATIT CBOM IOJIHOMOYHSA, MOJKHBI OBITh peann30BaHbl KAK MHHUMYM Clie-
NYIOII[E€ MEPOTIPUATHS:

a) NporH(OPMHUPOBATh BCEX TOJIb30BaTeNed U APYrUX 3aHHTEPECOBAHHBIX JIULI, C
KOTOPBIMH Y OpraHa Mo cepTH(HKAIMH KIIIOYel U oprana 1o nepcoHaIu3aluH ecTh CO-
rIaleHus Wik peain3oBaHa Apyras (popMa yCTaHOBJIEHHBIX OTHOILICHHH,

6) ony6uKoBaTh HHMOPMALIMIO O 3aBEPLICHUH ITIOJTHOMOYHH OpraHa MUHUMYM 32
3 MecsI11a 0 3aBepIlIeHUs CpOKa JEeUCTBUS;

B) IIPEKPATUTH (3aBEPIIUTH) IMOJJHOMOYHUS BCEX YIIOJHOMOYEHHBIX OpraHH3alluH,
JIEACTBYIONIUX OT JIMIA OpraHa Mo CepTU(PUKALUKU KIIFOYel U opraHa Io IepCcoHalIn3a-
[IUM B YacTH BbIJauU (BBITYCKA) CEPTU(DUKATOB;

) IPEaIIPHHATE HE00X0JUMbIe MEpPBI, YTOOBI 00€CIIEYUTh HENPEPBIBHBIA JOCTYII
K apXMBHBLIM JaHHBEIM B ciydae eciu y EBpomneiickoro cepTH(HUKAIMOHHOIO ILIEHTpA
BO3HUKHET TakKas HEOOXOIUMOCTb.
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10.2. NMepenaya OTBETCTBEHHOCTU OpraHa no cepTudukaumum Knoveun
UMW opraHa rno nepcoHanusauuu

[lepenaga OTBETCTBEHHOCTH ((PyHKIMH) OpraHa o CepTHGHUKAIMU KIIOYeH U
opraa 10 IepCOHAIU3AIMN OCYINECTBIsAeTCs Toraa, korna KommnereHTHbid opran PO

no ECTP BeiOpan B Ka4yecTBe OpraHa IO CEPTHQHKALMH KIOYeH U opraHa IIO
[IePCOHANM3AIMN JIPYTYI0O OpraHW3allMi0 B COOTBETCTBUM C yCTaHOBICHHBIMH

[IpoueaypaMu.
[r225] KommneTeHTHBIM oOpraH JO/DKEH TapaHTUpOBaTh, YTO Iepenada
HeOOXOIUMBIX TOJHOMOUMM (OTBETCTBEHHOCTHM) W AaKTUBOB OYyHET OCYIIECTBIEHA

NOJIKHBIM 00pa3oM.
[r226] IIpexxHuii opraHa no cepTU(PUKALMH KIIOYEH H OpraH I0 NepCoOHAIN3aluH

OJDKHBI TIE€PENATh BCe KOPHEBBIE KIIFOYM HOBOMY OpraHy I10 CEpPTH(QHKAIMH KIOYCH B
nopsake, ycranosjaeHHoM KomneretHeiM opranoM P® no ECTP.
[r227] IlpexxHuii oprad 110 cepTHQHUKALMU KJIIOYeHd U OpraH 1o MepCcoHaln3aluu

OJKHBI YHUYTOXXHUTH BCE KONMHM KJIIO4YeH, KOTOpble HE ObUIM IE€pelaHbl HOBOMY
OpraHy.

11. Ayour

[r228] Kommneretnwiii opranom P® nmo ECTP orsercTBeHEH 3a mpoBeleHHE
ayJdTa B OpraHe Mo CepTU(PUKALMU KJIIOYEH U OpraHe 110 II€PCOHAIM3aLHH.

11.1.YacToTa npoBeaeHuUs NpoBepokK (ayauTa)

[r229] Opran no ceprudHUKalUyU KIOYEH M OpradH I10 TNEPCOHATU3ALNH,
GYHKIHOHUPYIOLIHE B COOTBETCTBUU C HACTOSALIUM JOKYMEHTOM, JOJDKHBI O0ECTIeYUTh
[MPOBEJCHHE €XKETOMHOr0 ayauTa y ceOs Ha COOTBETCTBHE TPeOOBaHMAM HACTOSILIETO
nokyMenTa. [lepBeiii pa3 B TeueHHe nepBbIX 12-TH MecAlLEeB ¢ Havajla OCYIIECTBICHU
eI TENbHOCTH MOCIE OJ00pEHUsI HACTOALLETrO JOKyMeHTa. B ciy4dae, eCiiu Ipu ayJaHuTe
HE BBISBJICHBI HECOOTBETCTBHSA, CICAYIOIIMN ayIUT MOXET OBbITh IPOBEAEH B TEYCHHUE
cnenyromux 24 mecses. B ciiyyae, eciu IIpu ayauTe BBIIBJIEHBEI HECOOTBETCTBUS, TO
CJIEIYIOIIMM ayIUT MPOBOJUTCA B Te€UEeHUE clieAyromux 12 Mecsies.

11.2. ObnacTtb npoBeneHUs NPoBepokK

[r230] AyauT J0JDKEH 3arparuBarb BcCe C(QEpbl ACATEIBHOCTH OpraHa IIo
cepTHHKALINH KIOYEH U OpraHa I10 II€pCOHAIM3aLUU.
[r231] AyauT IpOBOAMTHLCA B LIEJSIX BbISABIEHUS COOTBETCTBUSA AEATEIBHOCTH Op-

raHa I0 cepTHGHKAUMH KIIOYed M OpraHa II0 IIEPCOHAIM3ALHNU I10JIOXKEHUAIM
HaCTOSIIEro JOKYMEHTA.
[r232] AyauT [OOJKEH [OPOBOAUTHECS TakK K€ B YacTH JEATEIIBHOCTH

CyOnoapsAUUKOB.

11.3. KTO npoBOAUT NPOBEPKU

[r233] KomniereTHriii opran PO no ECTP mMoxer KOHCYJIbTUpPOBATHCS C BHEIII-
HUMH KOMIIETEHTHBIMH CEPTHMOUIIMPOBAHHBIMH WJIM aKKpPEAHUTOBAaHHBIMUA OpraHU3aLlUs-
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MH B 4aCTH 0J00pe€HHs NOKYMEHTOB O peajh3al[dH YIpaBJIeHYeCKUX (IIPAKTHYECKUX)
JICUCTBUI OpraHa I0 CepTU(UKALMU KJIOYEeH M OopraHa II0 INepCOHAIU3ALMHU C IEJBIO

[TOBBICUTh OTBETCTBEHHOCTH 3aWMHTEPECOBAHHBIX CTOpPOH. B Jpyrux ciydvasx,
KomnereTHbllt opraHn P® nmo ECTP oOecnieunBaeT nmpoBeeHre ayquTa CaMOCTOSTEIb-

HO.

11.4.[lencTBuUA, NnpeanpuHATbLIE NO pe3yribTaTaM NPOBEpPKU

[r234] B ciiydae BBISIBIIEHHS HECOOTBETCTBUS NPH MPOBEICHHUH MPOIEAYDP ayIau-

ra, KomrneretHeid oprad P® no ECTP pomkeH npeanpuHATh ACHCTBHA, COOTBETCT-
BYIOIIIUEC COJCPKAHHUIO U BAXKHOCTHU 3THUX HECOOTBETCTBHUM.

11.5.CoobLeHue pesynLTaToB
[r235] Pe3ynbraTel ayqura, Ha ypoBHE, 00eCledruBaroIeM CTaTyc 0e301macHOCTH

CUCTEMBI, JIOJDKHBI OBITh JOCTYITHBI IO 3alpoCy 3aHHTEPEeCOBaHHBIX JHIl. IlepBUYHEBIE
OTYETHl, C(OOPMUPOBAHHBIE MO pe3yjbTaTaM ayJAuTa He MOIyT OBITh JOCTYIIHEI, 3a
UCKJIFOYEHHE 0CO00M HEOOXOIMMOCTH.

[r235.1] KommeTreHTHBIM OpraH aHaIU3UPYeT pe3yJbTaThbl ayJuTa B OTYETE,
KOTOPBIM JOJDKEH BKIIIOYATh B Ce0s TaK)Ke€ KOPPEKTHPYIOIIHE MEPONPHATHS, BKIIOYasd
rpaK UX peau3aldy ¢ LeIblo odecrieueHus Becex 00a3aTenseTB NA. OTYeT qoinKeH
obITh HanpaBliecH B ERCA Ha aHITIMICKOM SI3bBIKE.

12. lNpouenypa nameHeHUs NOSIOXKeHUN HACTOSALEro AOKYMeHTa

12.1.l1onoxeHunsa, KOTOpble MOryT ObITb U3MEHEHbl 6e3 cornacoBaHusA

[r236] EnAMHCTBEHHBIMH H3MEHEHUSIMH, KOTOPBIE MOTYT OBITH CAEJIaHbl B YacTH
JNOMNOJIHEHUS WA H3MEHEHHUS II0JIOKEHMH HACTOSILIET0 JOKYMEHTA SBIISIOTCS

N3MEHEHUs CIIEAYIOIIEro Xapakrepa:
a) peaKIMOHHbIE WIH TUIIOrpaduIeCKre H3MEHEHHs (MCIIPaBIICHHSA);
0) U3MEHEHU B «KKOHTAKTHYIO HH(MOPMAIHION.

12.2.A13MeHeHuns ¢ yBeaOMNEeHuUs

12.2.1. YBeagomMneHus

[r237] O nmo0BIX M3MEHEHUSX IOJIOKEHHNM HACTOSIIEH MOJUTHKUA HeoOXOIHUMO
yBe1OMUTH 3a 90 qHEN.
|r238| l3MeHeHue 1os0XKeHUM, B 4aCTH OIpPEACICHHS OTBETCTBEHHOCTH WJIH

IOJJHOMOYHH OTBETCTBEHHBIX 3a pEAJIM3alMI0 HACTOALIEro JOKYMEHTa OpraHW3allui,
KOTOPbIC CYIICCTBEHHO HE€ BJIMAIOT Ha OOJIbILYIO 4acTh MOJIB30BATCIICH HIIM IPYrUx
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3aMHTEPECOBAHHBIX CTOPOH, padOTalOIMUX B COOTBETCTBUHM C  ITOJIOXKEHUSIMHU
HACTOSIIEro JOKYMEHTa MOI'YT OBITh BHECEHbI B €ro TEKCT C YUYETOM HeOOXOIUMOCTH
YBEAOMUTH COOTBETCTBYIOLIMM opraH 3a 30 gHEMH.

12.2.2. CpOoKM onsa kKoMmmeHTapueB (pa3bsACHEeHUN)
[r239] 3auHTEepecoBaHHBIE OpraHU3alMd B COOTBETCTBHHM C PErIaMEHTOM

pabOTBEl MOTYT OCTaBJIATh CBOM KOMMEHTApHM B Te4yeHHUM 15 JgHeH ¢ MOMeEHTa
yBeIOMJIEHUS.

12.2.3. Koro Heo6xoaunmo npouHpopMuUpoBaThb
[r240] VYBenomi€eHHE O BHECEHHMM M3MEHCHHMM B MOJHUTHKY HE00XO0IUMO

OTIIPABUTh:
- EPCA;
- Oprasy I10 BBIIIYCKY KapT;
- Opra”y IO CepTU(UKAUHUU KIIOYEed U OpraHy MO IEepCOHAIM3AL[MM, BKIIIOYas
CyOnoapsaAHbIe OpraHU3aluu;
- EBpomnieiickori Komuccumu.

12.2.4. CpoK 3aKnwy4YMTenbHOro YyBeAOMJIEHUA O BHECEeHUM

U3MEeHEeHUW
[r241] Ecnu npeanoxxeHHoe U3MEHEHUE OBUIIO CKOPPEKTUPOBAHO KaK CJIE/ICTBHE

3aM€YaHHH, YBEIOMJICHUEC O CKOPPCKTHPOBaHHOM IPCIJIOKCHHOM M3MEHEHHH JOJDKHO
OBITH 1aHO He MeHee, yeM 3a 30 qHel OO0 BCTYIUIEHHS B CHIY TaKOT0 W3MEHEHMUs .

12.3. W3mMeHeHusa, TpedOywwme opnodbpeHnas  OOHOBIIEHHOW
HaLWOHaNbHOU NOMUTUKU CePTUPUKALUOHHOIO OopraHa
[r242] Eciu wu3MeHeHUsi, BHECEHHBIE B HACTOSIIMHM JOKYMEHT OKa3bIBAIOT

3HAYUTEJIbHOE BIHWSAHHE Ha OOJIBIIOE KOJHUYECTBO I10Jib30oBaTejield, KoMIleTeHTHBIMH
opran P® nmo ECTP nomkeH npeacraBUTh OOHOBJIEHHBIM BapHaHT HOKYMEHTa Ha

onoopenue B EPCA.

13.CooTHOWEHHUe mexany EBponevckoM MNOJIMTUKOU UM HACTOALWMUM
OOKYMEHTOM.

Pasaenbl EBpO-
Ne NEeUCKOU NOJIUTKU- Pasgenbl nokymeHta PO
KW
1. 895.3.1 1.1. OTBETCTBEHHbIE OpraHn3aunm )
2. | §5.3.2 6.2.1. FleHepaums HAUMOHANbHbIX Knoyel PO
- 1]r101],[r102], [r103] B
3. §5.3.3 6.2.1. [ eHepauusa HaunoHanbHbIX KN4yen PO
| [r04] i
4. §5.3.4 6.2.2. Cpok AeNCTBUA KINOYen 4oroBapuBatoLLNXCS
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Paspnenbi EBpoO-
No NMEeNCKOMU NOJIUTU- Pazpenbl anokymeHTa PP
KW ]
CTOPOH |
[r107], [r108]
O. 89.9.9 6.2.1. [ eHepauuna HaunoHanbHbIX KnYyen PP
[r106]
0. §9.3.6 6.2. Kno4yn gorosapuBaroLLMXCA CTOPOH
I —— e L e —
7. §5.3.7 6.3. Knwo4yv gatynkos ABMXEHUA
| [r117]
§5.3.8 6.2. Kno4yu gorosapmBaroLLnUXcA CTOPOH
9. §5.3.9 6.2. Kno4u gorosapuBaroLLmXcs CTOPOH
10. | §5.3.10 6. YnpasneHue oowmnmmn (KOpHEBLIMU) U
TPAaHCMOPTHbIMW KNovYamun. oOLleeBponenckmne
KIMOYKX, KNYn goroeapuBaroLlLmMxca CTOPOH
(HaUMOHanNbHbIE KIHO4YKM), KN4 4aTYMKOB
OBWXEHWUS, TPAHCMNOPTHbIE KIToYn (Ko4vn Ans
nepeHoca)
11. §5.3.11 6.2.7. OKOHYaHWe cpokKa AeNCTBUSA Koven

ﬂorosapwearomeﬁcsl CTOPOHDI

| [r115], [r116] |

12. §5.3.12 6.2.1. [ eHepauunsa HaunoHanbHbIX KNo4yen PO
7.2.1. 'eHepauunsa knwo4en obopyaoBaHUA

13. §$5.3.13 6.2.3. XpaHeHue Knw4yen gorosapusaroLlencs
CTOPOHOM

[109], [110]

7.2.3. XpaHeHune n 3alluTa 3aKpbIiTOWU YacTu Koyen

obopyaoBaHUA - KapThbl
7.2.4. XpaHeHne n 3aLimTa 3aKpbiTOWU YacTu KIo4en
obopynoBaHua — pernctpupyrouiee obopygosaHue

14. | §5.3.14 16.2.3. ApaHeHune KIn4yen gorosapuBatoLLeincs
CTOPOHOW

[110]

7.2.3. XpaHeHne n 3awinTta 3aKpbIiTON YacTu KI4Yen
obopyaoBaHUSA - KapThl

[.2.4. XpaHEeHMe 1 3aLlnTa 3aKpbiTOWU YacTu KIo4en

_ obopyanoBaHua — peructpupyrowiee obopynosaHumne

15. | §5.3.15 6.2.3. XpaHeHMe KITiouel 4oroBapuBatoLLeics
CTOPOHOW

[110]
6.2.4. [lybnukaTt 3akpbliTOn Yyactu knwoven PO

Page 48 (595)

MunHTpanc Poccun, (4939) 626-10-80
®bY «PocasToTpaHcy,(495) 496-85-83, E-mail:.fourat@mail.ru;
HUWAT (499) 496-91-23. E-mail:PAP_NIIAT@DbK.ru




®bY "PoCaBTOTPAHC™

Bepcus 2.0

Cucrtema umudpossbix TaxorpacgoB. OCHOBHbIE NOMOXEHUA MO YyNpaBneHuo CUCTEeMOM.

Ne

Paspenbl EBpoO-
NEemCcKOu NOJINTU-
KU

Paspenbl pokymeHta PP

16.

§9.3.16

8. YnpaBneHue ceptTudukatamm Knroveu
obopyaoBaHuS
8.5. Bbigaya ceptudukaToB Knoven Ha ooopyagosaHue

17.

- 18.

§5.3.17

6.2.5. «YcnoBHOe AenoHUpoBaHNE» 3aKPbITOW YacTu
kKrnroyen PO -

[r112]

7.2.5. YcnoBHOEe AenoHMpoBaHME N apxnuBauns
3aKpbITOW YacTu Kn4yen ooopynoBaHUSA

| [r147]

§5.3.18

6.3. Knwoyun gaTynkoB ABUXEHUSA

[r122]
8. YnpaBsneHue ceptuukatamm Kro4en

obopyaoBaHuA

19.

§5.3.19

| [r118] o -

6.3. Knwoun natymkoB OBUXXEHUSA

20.

§5.3.20

6.3. Knwoyn 4aTynkoB OABMXKEHUSA
[r122]

21.

§5.3.21

6.3. Knouyu ,u,a:quKoa NBUXEHUS
[r121] o

22.

§5.3.22

6.3. Knoun 0aTYNKOB OBVIKEHUS

[r117]

23.

§9.3.23

6.3. Knoun gaTynMKkoB OABUXKEHUSA

[r122]
8. YnpaBneHune ceptTuukaTamm Knroven

obopypoBaHus

24,

§5.3.24

7.2.1. 'eHepauma knw4en obopyaoBaHuUA
7.2.4. XpaHeHne 1 3alimTa 3aKpbiTOW YacTU KIHYen

obopyaoBaHug — peructpupytowiee obopygoBsaHue

29,

§5.3.25

6.2. Knoyn gorosapmsBaroLmxcs CTOPOH
6.2.1. [ eHepauua HaumoHanbHbIX Kno4vyen PP

[r106]
7.2.1. 'eHepauusa kn4yen odopynoBaHUS

26.

§5.3.26

9.1. YnpaBneHne nigpopmalymoHHOU 0e30nacHOCTbIO B
HaLMOHarNbHOM opraHe no cepTUuuKaunn Knyen n

opraHe no nepcoHamn3aumn Kapt
| [r168]

21,

§9.3.27

6.2. Knoyn gorosapusatoLLmXcs CTOPOH
6.2.1. [ eHepauna HaunoHanbHbIX Kno4yen PO
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Pa3aenbl EBpoO-
Ne NEeNCcKOU NOJIUTU- Pa3penbl nokymeHTta P®

KW

' [r105]
8.7. PacnpocTpaHeHue nHgopmaumm o ceptugpukaTax
Ktouen obopyaoBaHuSA

[r164]
8.9. AHHyNupoBaHne cepTudrKaToB KIHoYen Ha

obopyaoBaHue
[r160]

28. §5.3.28 ' 6.2.1. FeHepauma HaUMoHanNbHbIX Krtoyen PO

| [r101], [r102], [r103]

29. §5.3.29 6. YnpasneHue odbwmmn (KOpHEBLIMA) U
TPAHCMOPTHbIMU KNtoYamu: obLleeBponenckne

KIMKOYU, KN4 AorosapuBatoLLMXCcCa CTOPOH
(HauMoHarnbHbIe KIMKYK), KN4 4aTYNKOB
OBWKEHWUSA, TPAHCMNOPTHbIE KNMKYK (KN4Yu ans
nepeHoca)

7.2.1. eHepauusa kno4ven odbopyaoBaHuA

30. §5.3.30 8.1.2. PerncTpupytowee obopygoBaHue
1153]

31. §5.3.31 8.7. PacnpocTpaHeHne nHdopmaumm o cepTupukaTax
Krouen obopyaoBaHUA
| [r164]

32. | §9.3.92 7.2.2. JllernTuMHOCTb Kntoven odbopynoBaHus
7.2.2.1. KNno4Yn Ha KapTax

| [r139] S

34. §5.3.33 7.2.3. XpaHeHune 1 3alluTa 3aKpbiTON YaCcTu KnoYeu

obopynoBaHuA - KapTbl
(r141]

34. 995.3.34 8.3. CepTunduKkartbl ANA perucTpupyroLlero
obopyaoBaHusa (Moaynen TpaHCNOPTHbLIX CPeacTB)

[r158]

39. §9.3.30 5.1. KapTbl Taxorpagos
5.1.2. 3aaABreHne Ha BblaaJy KapTbl

36. §5.3.36 1 6.2.6. Yrposa (onacHOCTb) AN 3aKpbITOW YacTu
KNoYeu

37. §9.9.37 | 6.2.6.-y'rposa (-C_)-I'Ia-CHOCTb) ans 3a|<pbr_r0|7| YyacTu
KITro4en

9.1. YnpaBneHune nHgopmaLMoHHON 6e30nacHOCTbLIO
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Cucrema uucpoBbix TaxorpagoB. OCHOBHbIE NONOXEHUS MO YNPaBeHUIO CUCTEMOIA.

Pasgenbl EBpo-

Ne NEeUCKOU NOJINTHU- Pasgenbl gnokymeHTta PO
KW

B HAUWMOHarlbHOM OpraHe rno cepTudukaunn Krnroyemn
N opraHe rno fepcoHanusaunm KapT

38. §5.3.38 9.2. Knaccudukauma «akTuBOB» U ynpaBrneHue B
opraHe rno cepTuuKalun Krnoyen n opraHe no
nepcoHanusaunm KapT

- | [r171] B

39. §5.3.39 9.3. KOHTpOnb 3a BbINOSIHEHUEM NEePCOHANoM opraHa
No cepTuduKkaLmmn Krnoyem n oprada no
nepcoHanunsauumn kapt TpeboBaHum 6e3onacHoOCTu

40. §5.3.40 9.5.1. Llenu npoBeaeHus ayauta o -

41. §5.3.41 10. Cpok ucnonHeHus o6s3aTenbLCTB opraHa no
cepTugukaunm knroven PO v opraHa no
nepcoHanusaymum

42. §5.3.42 | 12. NMpoueAaypa N3MEHEHNs NONOXEHUN HACTOSILLEro
OOKYMEeHTa

43 §5.3.43  [11. Ayaut - -

44, §5.3.44 11.1. YacToTa npoBeAEeHWNA NPOBEPOK (ayauTa)

45, §5.3.45 11.5. .CoobwieHune f)esyn;raTOBr

46. §5.3.46 ' 11.4. [IeiiCTBUS, NPELNPUHATLIE MO pesynbTaTam
MPOBEPKK B -

14.CcbInkKun

[BPM] Digital Tachograph Card Issuing Best Practice Manual. Card Issuing Group, 16
November 2001. - owned by the European Commission.

[CC] Common Criteria. ISO/IEC 15408-1:2009 "Information technology - Security
techniques - Evaluation criteria for IT security — Part 1: Introduction and general

model".

[CC] Common Criteria. ISO/IEC 15408-2:2008 "Information technology - Security
techniques - Evaluation criteria for IT security — Part 2: Security functional

components".
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[CC] Common Criteria. ISO/IEC 15408-3:2008 "Information technology - Security
techniques - Evaluation criteria for IT security — Part 3: Security assurance
components'.

[CEN] CEN Workshop Agreement 14167-2: Cryptographic Module for CSP Signing
Operations — Protection Profile (MCSO-PP)

[ETSI 102 042] ETSI TS 102 042. Policy requirements for certification authorities
1ssuing public key certificates

[FIPS] FIPS PUB 140-2 (May 25, 2001): "Security Requirements for Cryptographic

Modules". Information Technology Laboratory, National Institute of Standards and
Technology (NIST)

[ISO 17799] BS ISO/IEC 17799: 2005. Information technology -- Code of practice for
information security management.

[CSG] Common Security Guideline, Card Issuing Project. — owed by the European
Commission

[ERCA] Digital Tachograph System European Root Policy, Version 2.1; European
Commission Joint Research Center Publication 53429; 28th July 2009; published at

http://dtc.jrc.ec.europa.eu.

[AETR] European Agreement Concerning the Work of Crews of Vehicles Engaged in
International Road Transport (AETR) concluded at Geneva on 1 July 1970

|AETR-PP] Implementation of the AETR - Prbject plan for AETR Contracting Parties
(ECE/TRANS/SC.1/2006/9)

|AETR-PS] Practice Statement “AETR. Statement of 1ssuing, distribution, renewal and
revocation card using in the control devices of work and rest of crew of vehicle engaged

In 1nternational road transport.”

[REF-MIN TRAN -180] The Order of Ministry of Transport of Russia on October, 20th,

2009 Ne 180. registered by Ministry of Justice of the Russian Federation on February,
02, 2010, Ne 16210 “About the cards used 1n the digital control device for the control of

works and rests of drivers of vehicles engaged in international road transport”.
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15. U\cnonb3oBaHHblIe 0003HaYeHUA U COKpPaLLEeHUSA

ECTP

AETP

CA

CB
CBC

CIA

CID

CKG
CM

CPe
CP

CRID

DC
HSM

EQT.C

EQT.P

EQT.S

ERCA

MunTpanc Poccun, (495) 626-10-88
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EBpomnelickoe corjaiieHue, KacaroIeecs
paboThI SKUIAXKEH TPAHCIIOPTHBIX CPEJICTB,
[IPOU3BOISIINX MEXIYHAPOIHbIE
aBTOMOOHUIBHBIE nIepeBo3kH (ECTP),
noanucaHHoe B r. JKeHnese 01 urons 1970 r.
Certification Authority —
CepTu(UKallMOHHBIA OpraH

Control Body — KonTponupyrommuii opras
Control Body card — kapTouka
KOHTPOJIUPYIOIIET0 OpraHa

Card Issuing Authorities — Opran mo Bbij1aye
KapTO4eK

CardHolder Identification Data —

M neHTu(uKanoHHbIe JaHHbIe AepKaTells

KapTOYKHU

Card Key Generation — reHepais KJIro4ei
KapTOYKH

Card manufacturers — Ipou3BOAUTEIH
KapTOUeK

Card Personalisers — kapTouka nepcosana
Card Personalizing service - opran no
epCOHAIHU3AIHH KapT

Certificate Request 1dentification —
UAECHTU(PUKAUUMOHHBIN 3aIIpOC Ha MOJYUEHUE
cepTu(UKara

Divers Card — kapTouka BOAUTENS

| eHepaTop ciny4yallHBIX YHCe

Equipment Certificate (for card or vehicle
unit) — cepTU(UKaThl 000pya0BaHHUS (IJIA

KapTO4YEK U TEXHUYECKOT0 000pYy10BaHU )

Equipment Public Key (for card or vehicle
unit) — OTKpbITas 4acTh KIIIOYCH 1A

000py10BaHUS ()11 KAPTOUYEK U
TEXHUYECKOTO 000py10BaHHUSA)

Equipment Secret Key (for card or vehicle
unit) — 3aKphITas YacTh KIFOUYEH s
obopynoBanus (151 KApTOYeK U

TEXHAYECKOr0 000pyT0BAHNS )
European Root Certification Authority —

Esponericknit CepTuhuKaMoOHHEIN IIEHTP
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AC
KO

EUR.P
K

EUR.S
K
IDE

IT

KPG

MO
MOM

MS

MSA

MS.C
MS.PK

MS.SK

MSCA

PKI

RE

RHC

RHCC

RSA

TC
TDES

TS
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JloroBapuBaroLasc

51 CTOPOHa
KomMIiieTeHbIA

oprad no ECTP
HaunmnoHanbHBIN
oprasx nno ECTP
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European Public Key — oTKpbITast 4acCTh
00111eeBPOIIEMCKUX KITFOYEN

European Secret Key - oTKpbITas 4acThb
00IIIEEBPOIIEUCKUX KITFOUYEH

Intelligent Dedicated Equipment —
HHTEJUIEKTYyaJIbHOE CIIELHAITU3UPOBaHHOE

000opy10BaHUE

Information Technology — uH(OopMaLMOHHEIE
TEXHOJIOTHH

Key Identifier (UnenTuduxarop xiroya)

Kp Generation (pairing key) — renepaus
napbl (Habopa) KIIro4en

MOtion sensor — JaTYUK JIBUKECHUS

MOtion sensor Manufacturers —
MPOU3BOJAUTEINU JATYUKOB JIBHIKEHUS
Member State

Member State Authority
National Authority

Member State Certificate — cepruduxarer PO
Member State Public Key — oTkpbITast 9acTh

Kirouen PO
Member State Secret Key — 3akpbiTas 4acThb

Kirouei PO

Member State Certification Authority —
cepTU(UKALUOHHEIN opradH PO

Public Key Infrastructure — uH(ppacTpyKTypa
OTKPBITOM YaCTH KIIFOYEH

Recording Equipment — perucrpupyroiiee
000pyZI0BaHUE

Road Haulage Companies — KoMIIaHus
[1I€PEBO34YHUK

Road Haulage Companies Card — kapTo4dka
KOMIIaHUH — [IEPEBO3YUKA

Rivest, Shamir, Adelmann (asymmetric
encryption scheme) - Rivest, Shamir,
Adelmann (acuMMeTpUYECKHUE
MHU(POBAJILHBIE CXEMBI )

Tachograph Card (kapTouka Taxorpada)
Triple DES (Date Encryption Standard) —
CTaHZapT IKU(QPOBaHUA JaHHBIX
Tachograph System — cucrema Taxorpa@os
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VU Vehicle Unit — Texaudyeckoe 000py10BaHUE

VUKG Vehicle Unit Key Generation — renepanus
KJIIOYEN TEXHHYECKOT0 000pyA0BaHUA

VUM Vehicle Unit Manutacturers —
[IPOU3BOJUTEIN TEXHUYECKOIO
000pyI0BaHUS

W vehicle manufacturers, fitters or Workshops —
[IPOU3BOJUTENH 000PYI0OBaHHS, MACTEPCKUE

WC Workshops card — kapTo4yka MacTepCKOH
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